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United States
Consumer Product Safety Commission

eFiling Product Registry
Update Service Pilot
System Design
Version: 1.8

11 February 2016

Filers Please Note: Only the 8 importers that are part of the CPSC e-Filing Alpha Pilot should use this
document in order to design for a public REST service for updating product data in the CPSC eFiling
Product Registry application. CPSC does not require e-filing from the general trade community at
this time — this document is being posted on cpsc.gov for trade awareness purposes only. The general
trade community should not program from this document.

This@locument@vasipreparedibyE PSCEtaff,thasthotibeen@eviewedr@pprovediy,End?
mayhoteflectthe@iewsmf,@hefommission.
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1 Introduction

This@locument@escribes@he@esign@or@@ubliclRESTBervice@orRipdating@roduct@ata@n@he PSCRFiling@Product
Registry@pplication.B

2 Background
TheRFiling®ProductRegistryfs@RavandRavaScript@pplication®hat@rovides@ERentral@Veb-basedportaldor®
maintaining@roduct@nformation@ndds@urrentlyfnlpha@ilotinode.?

SomeRommercial@isersthave®@xpressed@ndnterest@n@ipdating@heirfroduct@nformation@hroughBnExternal
public-facing@VebBervice@sEnIternative@o@anually@dding@latan@®he®Registry@pplication,@heesultfbeingl
single@oint®fEntryForEddingBind@ipdatingroduct@lata.i

3 Design & Security
TheFiling@®Product®RegistrylUpdateBervice@villdrovidemublic-facing®RESTfullinterface@o@heRegistry’siAnternall
productBervice.l

ThisBervice@villmployBecureBocketAayerSSL)@ncryptiondHTTPSErotocol)@o@EnsureRlata@ecurity@nd@villz
supportitheBavaScriptfbjectiNotationdJSON)RataFormat,EsBhowninFigurell 2

Https: JSON |Post) ) A Awildh
pache /Whildfly

4 . | B
S Q,.

Https: JSON (Response)

Client

-

ﬁ;-,

MSSOL
Server

Internat Firewal

Figure 1: REST Service Overview
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The@efaulttHTTP&eq uest@nethodillbe@OST R TheBervice@villbeRccessibleFrom@EtrictiU RL:Ghttps://[base
application URL]/service/registrylnfo/[method].ERequest@lata@villbeBassed®hrough®heequestiayload,®atherl
thanhebheader.l

User@uthorizationBEnd@uthentication@villbefhandlediby®heBpringBecurityBAPlAmplementationdncludedi@nihel
Registry@pplicationBAPI.EARIser@nust@IreadythaveAiserEccount®nEhe@RegistryBystemEolccess@heBervice.EThel
accountBhouldbe@@edicated,Bingle-roleBiccount®hat®Bnly@ermitsBicccess@o®heBerviceBnd@rohibitsEccess@ol
theRegistry@pplication.BABecure®oken@villtbbefised@oFacilitate®he@uthentication@rocess@vith@heBervicel
generatingBhormalHTTPEtatus@odesdAn@ifferent@cenarios,ZisBhowndnFigure

Request h .
with token User authenticated . Authentication *  User Details
’ Manager - . Service
.
Authentication
Success
Spring
200 Success REST
Controller
401 Unauthorized Entry Point
User authenticated but
Response does not have valid role
- Access
401 Unauthorized .
- Denied

Figure 2: User Authentication Process

Use®fitheBervice@vith@heRppropriate@redentials@nvolves@vhatis@ssentially@nRight-stepiprocess.ETofsehel
updateBervice,®heflisernustthave:R

o ARalidiiserBccount@n@heegistry@atabase.l
e Amalid,Ainexpired@oken.?
o ThelXorrect@iser@olessigned.BThis@ole@villdbe@xclusive®o®heflipdateBervice@ublicinethods@EndEARL.E

The@rocess@sBhowninFigure:&

! Use of either the header or the URL to pass sensitive data, even in encrypted format, is a potential security issue in its own
right.
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Figure 3: REST Service Process

Inclusion®f@eferencefumber@vill@ctiikeRoggleFor@eterminingheBEppropriate®ransaction.Blncluding@®valid?
referenceBhumber@villdndicateEn@ipdateor@heXorresponding@roduct.BincludingBn@Empty@eferencefhumber
string@villBignal®hat@Ehewiproduct@Entryds@equired.?

TheBervice@vill@xpose@wolnethods:k

Table 1: Service Methods

Controller Method HTTP Method Request Response Description

generateToken( POSTR JSONR® JSONE CreateBecure®okenbasedn
on@xisting@BystemCe
usernamend@bassword.

updateProductinfol POSTR JSONE JSONR InsertBriipdate@xistingf
product@ata.@

The@enerateToken method@vill#equire@re-existing®ystemEccountllisernameind@asswordEnd@vill@eturnhel
token@atal@n@@RASONBacket.ElfFuthorizationdails,EREoken@villfhotibeXeturned.BAalid@okenEnustielincludeddnk
theequest@payloaddor@he@ipdateProductinfo methodfsee@ppendix forExample).?

SpringBecurity@villtbefised®outhenticate®he@equest®okenoEnsure@®hat@Each@atabase®ransactions
associated@vith@n@uthorized@isern@heBystem.BThe@enerated®oken@vill@xpire®n@EErequentiasis,BoEhewd
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token@vill@nostdikelytheed@ofbeEenerateddor@Each@najor@ransaction.BFailure®olnclude®heokendnformation@ri
informationfor@mon-existentBriZxpired@oken@villZesultAnEn@mmediateBpplication@Exceptiondbeforenyl
transaction@®ccurs.z

TheHollowingransactions@villdbeBupported:&

Table 2: Registry Service Transactions’

Transaction Registration Number Populated Database Table(s)
Insertl Nof Product,@®tc.B
Updatel@ Yeshl Product,@@tc.k

Processing®fithef@ransaction@latafsEnvisionedzsEnulti-step,Eisynchronousirocess:&l

e Data@alidationf
e Data@jueueing@IMS-based)a
e DataBprocessing

Within®@he@ipdateProductinfonethod,BEAMS-based@jueue@villEnablesynchronous@brocessing@®f@product@Entries
includedd@n@Binglefatchfipload.? Data@villbe®ffloadeddromEhe@equesto®he@ueueleforeBny@atabasel
transaction.il

Data@villtbe@alidated@synchronously@vith@he@jueueing@process.BUponBuccess,@hefipdateProductinfol@nethodn
will#eturn@iboolean,Andicating@vhetherhe@roduct@vasEdded®brlipdated,®@heeferencefhumberforihefewir
existingroduct,®heast@ate@he@ecord@vas@ipdated,Eaind®@he@ata@alidation@esults.?

TheBervice@odevillbe@naintained@nBeparatelpackagesiartDbf@heRxistingRegistry@pplication@eployment.l
TheBequence®finethod@allsE@nd@sBhowninFigure:&

?Delete will not be supported.
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Figure 4: Registry Update Service Sequence Diagram

Spring@alidation@villthelp@nsure®helntegrity®f@lata@ubmitted®hroughhe@ervice®nField-by-fielddbasis.@
Whenever@ielddails@alidation,@hefiser@vill#eceive@alidationHailure@odendiEnessagelindicating®heltype X
error@enerated.l

In@ddition,@hefBhumber®firoductsincludedi@nznyatchi@payload@villbbedimited®omBpecificchumber.BShouldEnyR
ofitheselproduct@ntriesfail@alidation,®he@ntireipload@vill#ailzand@EhewEransaction@villthave@olbelnitiatedibyf
the@iser.BThis@ll-or-nothingBpproach@villthelpBbrevent@lirty@iploads,Es@vellEs@Excessive@ransaction@ycles@uring
peak@isageieriods.k

Finally,®@hefhamemfRach@product@villtbe@erified@gainst@xistingBroduct@ata®o@educeheiskDf@uplicatel
entries@newroducts@vith@heBamethame).B

TheBystem@villRontinuously@oll@he@product@ueueForBroduct@ntriesEnd@process@hemEoRompletion.EFigureX
showsheBequencefor@Btandard@MSRueue:R
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Mesooge ‘daninee

Figure 5: JMS Queue Sequence Diagram

Thel@nessage@ueueielies@n@Eroducer@oreate@@emporary@ueue.BProducts@villbe@ulleddrom@heequest
andzdded®ohe@ueue.BARonsumer@villgulliproducts@rom@he@jueuendinitiate®he@ipdateirocess@vith@hel

eFile®ProductRegistry.B

ProposedinitigationBtrategies@or@ommonBecuritydssuesBre@howninTable:k

Table 3: Security Issue Mitigation

Issue

Description

Mitigation Strategy

Prevent®QLAnjectionl

Prevent@nalicious®BQLRjueries@romp
entering@ield@®fExecutionl

Write@jueriesfusingfibernate@HQLE!
standardByntax@

Prevent@®ayloaddnjectionl

Inject@Erroneous@lata@nto@ystem

UseRXharacter@vhitelist@nd@lefined®
fielddengthsl

RecordRserf@ctivity?

IdentifyBuspiciousdoginEttemptsh

Log@lIEuntime@xceptionsEndr
transactionso@®heBerverl

ProtectBessionBtate*[

KeepBervicesBtatelesssiossiblel

UseBecurity@oken@o@naintainf
minimalBtatel
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Protect@HTTPEnethods*&

Uselindustry-standard@HTTPE
methods@vith&heRorrect
authentication

ProhibitBinonymousiserGccess.
AllfisersBnust@elre-registeredp

Whitelist@llowableEnethods*H

UseheRorrectBHTTPEnethod®erbsH

Allownly@POSTEnethodn

Protect@rivilegedi@ctionsEndE
sensitive@esourceollections*@

Restrict@WebRBerviceZccess

Requireuthentication@oken@vithi
every@ransactionf

Insecure@irect@®bject@eferences*H

ARJRLDrEven@FPOSTedFHorme
should@NEVERRontainBnccessEl
control@key"Br@imilarhat?
providesBhiutomatic@erificationl

DofhotfAncludectual@atabaseikeyl
fieldsAn@bayload®

Input@alidation*R

Validate@lata@nputForintegrity®

UseBpringlfield-level@alidationl

Strongtyping*

Stronglyl@ypedncomingiataZsk
quickly@s@possiblel

MakeffieldsBtronglyyped?

*Source:fhttps://www.owasp.org/index.php/REST_Security_Cheat_Sheet.?

4 Recommendations

e Limit&heBhumber®fproductsiincludedd@nibatch@ipload@®oll O roductsinitially,Eand@ary@hefumberbased?

onperformance@onsideration.k

5 Glossary
Term Definition
CPSCRl Consumer@®roducts@Bafety@ommissionl

HTTPSE Aersion®Dfhe@HTTP@Brotocol@hat@ncludesBSLEncryption.&

JSONE JavaScripti@bjectiNotationdsEdightweight@ata-interchangeformat.AtAsEasyForthumans@oead@ndX
write.dAtAsEasyFor@nachines@oBarseEndEenerate.dtAsBbasedDdnRERB ubsetDf®helavaScriptl
Programmingflanguage,BtandardECMA-262BrdEdition - Decemberf999.2

POSTR One®fthe@ourrimary@HTTPEnethods@ised®o@rocessForm@iata@®n@@ANV ebiage.(l

RESTE REpresentational@tatelransfers@n@rchitectural@tyle@nd@EnBpproach@o@ommunicationshatsk

constraints:@

often@ised@n@he@evelopment®fWebBervices.BRESTRrchitecturelnvolvesieading@@esignateda
Webbbage®hatRontains@lata@n@SONHFormat,@vhich@escribesBinddncludeshelesired@ontent.?
REST,@Avhichitypically@unsBverfHTTPEHypertextfTransfer®Protocol),thasBeveral@rchitecturall
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1.@ecouples@onsumers@rom@roducers?
2.BtatelessRxistencel
3.Able®ollleverage@achel

4. [Aeverages@dayeredBystemp

5.Aeverages@@iniforminterfacel

Springl AlnodularBoftwarelnfrastructure@latform@or@Veb-basedZpplicationsBindBervices.ESpringBecurityl
addsExtensiblefuthenticationEndZuthorization@apabilities.?

sQLE Structured@ueryidanguagel

SSLel Secure@ocketayer.BAFormBDfElectronicipacket@ncryptionfised@oBecure@Eonnection@vithEEVebR
site.l

Tokenl ABetDfnerEnore@iniqueextualdidentifiers@hat@anibeflised@oXonfirmERser’sBiccessRoR
system.

URLE Uniform@Resourcefocator.BAnAnternet@ddressffor@Example,thttp://www.hmco.com/trade/),B

usually@onsisting@®fthefccessi@rotocolihttp),®he@lomainfhamefdwww.hmco.com),Eand@ptionally?
the@athRozEileBrdesource@esiding®n®hatBervertrade).k

Appendix A - JSON Template & Data Elements

JSON Template

Theollowingis@Eheljson@emplateorBubmitting@ata@o®heRegistry:&l

@

"registrylnfoToken"EE{
“token”:@[token@alue]”,@
“expires”:@[expiration@late-time] "R

1B

"registrylnfo"ER
[{“referenceNumber”@Z[referencehumber]”EE

“productName”:[productBhame]”,?

Page 11 of 46



https://www.hmco.com
http://www.hmco.com/trade

eFiling@®Product®egistry@pdate Service Design

“regulatedProductSPHListed”:[regulated@roductfY/N{SPHMisted))]”,&

“certificateAvailable”:@[certificate@vailableY/N)]”,E

“manufacturer”:[{“isnew”:”[Y/N]” &

“name”:@[name]”,a

B

“address”:@{“new”:&[Y/N]",&

“addressName”:@[addressthame]”,

“addressLineOne”:#[addressHine@®ne]”,R

“addressLineTwo”:®[addressHine@wo]”,

“city”:@[city]”,B

“stateCode” [ [state@ode]”,d

“postalCode”:[postal@ode]”,?

“countryCode”:[country&ode]”,

“phone”:B[phonefumber]”}]E

“identifier:f{“identifier”:@[productddentifier]”,2

“code”:[code]”}ER

“test”:[{“standardCode” B [Ritation@ode]”,&

“approvedLlLabld”:X[approveddaboratorydd]”}]E

hiE

1

Theollowing@able@urther@lefines®he@atalementsnd@heljson@emplate:R

"registryInfo" Element Mandatory (M), | Comment/Note
Conditional (C),
Optional (O)
referenceNumber Crl TheReferenceENumberFromiEheRegistryfs?)
needed®oripdates@Eoibepplied.Blfiheredsihol
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ReferencelNumber@alue,Rhendt@villbel
assumed@hatnformation@rovideddsHorzEhewr
product@olfbedded®o®heRegistry.B

productName MEl TheBhameDfEhe@roduct.i

regulatedProductSPHListed ME “Y"HorRegulated®Product;®N"ForBPHListed?

certificateAvailable ML) “Y'BrZ'N”"RoAndicatel@fBX ertificate@sRvailablel
upontequest.r

manufacturer MEl “Y"r#N”RolndicatedfthisAsEhewr
manufacturerithatfheedsZobedded®ohel
system.BIfE'N”,@henEhefhame@ndEddress
detailsbe@iseddorEnExact@natchdook@up.k

Name or Thefhame®bfhe@Manufacturerf

Address or “Y”@rE'N"Rol@ndicated@fthisA@s@EmewzddressE
thatfheedsobedded®o@heBystem.IfEIN” &
then@heddress@etailsBhallbbeRiseddorZne
exact@natch@ook@p.k

addressName (0] AlescriptiveBhameforiEheddressie.qg.,?
“Factory@1”®r@Headquarters” )&

addressLineOne ME

addressLineTwo onr

city ME]

stateCode or

postalCode or

countryCode MEl

phone or

identifier:identifier Crl
See@Productiddentifier@odesBectionielow.?

identifier:code Crl

test:standardCode ca SeelTitationfodesBectionielow.?

test:approvedLabld ca SeefApprovedilabADsBectiontbelow.k
Atleast®neiest@nustie@rovidediber
Regulated®roductdif
regulatedProductSPHListedZ2Y” )R
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Product Identifier Codes
Provide®ne@®r@Enore®fhedollowingddentifiertTypes:

e GSl@GlobaltTraded@temENumberfGTIN)E
e Universal@®roductfodefUPC)a

e StockEKeeping@nitfSKU)E

e ModeliNumberZ

e SeriallNumberf

Either@EGS1EGIobalf radedtemENumber@GTIN)Br@niversalProductodefUPC)&anie@rovided,thotioth.:

TheollowingableBbrovidesthellowableldentifier@odes:

Code Code Description

ALTR Alternativeddentifier®

GTINE GS1@GlobaltTraded@temiNumber@GTIN)E

ucel Intended@seodel
LN LottNumber
MCH ModelXolorl

MDE Model@Description

MNE ModelNumberf

MSE ModelBtylel
RNE Registered@Numberf
SER! SerialtNumberf

SKUE StockEKeeping@Unit{SKU)E

TNBNE | Trade@Name/BrandiNamel

UPCE Universal@ProductiodefUPC)Z
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Citation Codes
Thefollowing@ables@rovide®hellowableBtandard@odesHoritations:&

Citation Code | Rule Description

1203CE 12030 SafetyBtandardforBicycle@elmetsEHThildren's@sel

1215CR 12150 Safety@BtandardforAnfant@BathBeatsk

1216CH 12160 SafetyBtandardforAnfant@Valkers

1217CR 1217m SafetyBtandard@orZToddler@Bedsk

1218CRl 1218F Safety@BtandarddorBassinetsEndradles

1219Cpl 12190 Safety@tandarddor#ull-Sizeribsk

1220CE 12200 Safety@tandarddorNon-Full-Sizelribsk

1221CPRl 1221p Safety@Btandardfor®PlayHardsk

1222Ca 12220 Safety@tandard#oriAnfant®Bedside®leepersk

1223Ca 1223p@ Safety@tandardforBwingsl

1224CR 12240 SafetyBtandardfor@Portable@edrails

1225CR 12250 Safety@tandarddorfHand-HeldAnfantarriersk

1226CH 12260 SafetyBtandardforBoftAnfant@ndiToddlerarriersk

1227CR 12270 Safety@BtandardforTarriagesnd®Btrollersk

1230CEl 12300 SafetyBtandarddor@Framelhildarriers@notEffective@intil®/2016)
1303Cx 1303F Ban@®flead-Containing®Paint@ndiertain@Movable@Non-metalFurniturel

Products@Bearingead-Containing@Paint - Children's®Products

Page 15 of 46




eFiling@®Product®egistry@pdate Service Design

1420CH 1420m RequirementsorlITerraindehiclesgATVs)EHThildren'ssel

1501Ca3 15017 Small@Partsk

1505CE 15050 Electrically@dperatedT oyskriArticlesk

1510CH 1510@ Rattles?

1511CR 1511F Pacifiers

1512CRl 15120 Requirementsior@BicyclesBHhildren'sfsel

1513CR 1513@ SafetyBtandard@orEntrapment@azards@n@Bunk@edsEHThildren's@sel

1610CE 1610E Standard#or@he@Flammability®flothingfTextilesBHThildren'sk

1611CR 1611m Standard#orZhe@Flammability@®fVinylPlasticEFilmEHT hildren's@sel

1615CE 16150 Standard#or@he@Flammability®fEChildren’sBleepwear:Bizes@Ehrough@BXE
(FFB-71)8

1616CEH 16160 Standard#or@he@Flammability®fEChildren’sBleepwear:BizesFFRhroughFL 4R
(FF-74)E

1630CE 16300 Standard#orEheBurface@Flammability@®farpetsE@nd@RugsEHThildren's
Usel

1631Cm 1631@ Standard@or@heBurface@lammability®fBmallTarpetsEndRugsE
Children's@sel

1632CR 16320 Standard#or@he@Flammability@®fMattresses@nd@Mattress@PadsiFF-72,k)
Amended)3Zhildren's@sel

1633CH 16330 Standard#orhe@FlammabilitydOpen®Flame)DfMattressBetsB-Thildren's?
Usel

0018AR 1500.18(a) Kites

086A50 1500.86(a)(5)a Clacker@allsl
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86A780 1500.86(a)(7)&E8)= DiveBticksEnd®therBimilarfrticlesd

4100CE 4.10QASTMF963-11)2 | Wires@riRodsHeffectiveRlated6/10/2013)C

4110CH 4.11QASTMEF963-11)7 | Nails@ndFastenersfeffective@ate6/10/2013)x

4120CE 4.120ASTMF963-11)2 | PlasticFilmAeffective@ated6/10/2013)R

4130CR 4.130ASTMF963-11)7 | Folding@MechanismsEnd@HingesHeffective@ate6/10/2013)R

4140CE 4.140ASTMF963-11)2 | Cords,Btraps,BndElasticsHeffective@ated6/10/2013)R

4150CE! 4.15QASTMEF963-11)7 | StabilityEand@verload®RequirementsfeffectiveRiate6/10/2013)3

4160CH 4.16ASTMF963-11)& | ConfinedBpacesfeffective@ate6/10/2013)a

4170CH 4.170ASTMF963-11)2 | Wheels,Tires,EndB\xlesfeffective@ate6/10/2013)3

4180CE 4.18@ASTMF963-11)R | Holes,Tlearances,Endccessibility@fiMechanismsieffective@atel

06/10/2013)@
4190CE! 4.19QASTMF963-11)R | Simulated®rotective@evicesfexceptabeling@ind/orfnstructionall
literature@equirements)deffective@ated6/10/2013)2

4201Crl 4.20.10ASTME Pacifiers@vith®RubberMNipples/Nitrosamine estHeffectiveRatel
F963-11)a 06/10/2013)@

4202CEx 4.20.2QASTME Toy®Pacifiersfeffective@ate6/10/2013)F
F963-11)a

4210CH 4.210ASTMF963-11)2 | ProjectilefroysReffective@late®6/10/2013)x)

4220CR 4.220ASTMF963-11)7 | Teethers@EndieethingfoysHeffective@ate6,/10/2013)a

4231CRl 4.23.1QASTME Rattles@vith@hearlyBpherical,themispherical,Br&ircular@lared@ndsk
F963-11)a (effective@ated6/10/2013)3

4240CHE 4.24QASTMF963-11)3 | SqueezelToysHeffective@ated6/10/2013)3
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4250CE 4.250ASTMF963-11)2 | Battery-Operatedioysexceptdabeling@and/ori@nstructionalditeraturel
requirements)deffective@ate6/10/2013)C
4260CH 4.26QASTMF963-11)7 | ToysAntendedEoBettachedRoB rib@rPlaypenfexceptdabeling@nd/or
instructionalliterature@equirements)deffective@ated6/10/2013)3
4277CR 4.278ASTME ToyhestsHexcept@abeling@nd/ori@nstructionalditerature@equirements)a
F963-07el)a
4271CR 4.270ASTMF963-11)7 | Stuffed@ndBeanbag-Typeoysfeffective@ate6,/10/2013)a
4351CR 4.3.5.1(2)§ASTMR Surfaceoating@MaterialsBHBolublefTestHor@MetalsHeffectiveiatel
F963-11)a 06/10/2013)@
4352CH 4.3.5.20ASTME ToyBubstrate@aterialsfeffective@ate®6/10/2013)
F963-11)a
4363CH 4.3.6.3ASTME Cleanliness®ffliquids,@Pastes,Putties,@Gels,EandPowdersfeffectiveRatel
F963-11)a 06/10/2013)R
4307CH 4.3.7QASTMF963-11)7| Stuffing@Materialsdeffective@ated6/10/2013)R
4300CR 4.300ASTMF963-11)7 | Toy@Gun@arkingfeffective@ate6/10/2013)3
4320CER 4.320ASTMF963-11)2 | Certainfoys@vithiNearlyBphericalEndsfeffective@ate6,/10/2013)a
4350CER 4.350ASTMF963-11)R | PompomsHeffective@ate@6/10/2013)a
4360CH 4.36QASTMEF963-11)7 | Hemispheric-Shaped®bjectsfeffective@ate@6/10/2013)R
4370CE 4.370ASTMF963-11)2 | Yo-YoElasticTether@oysHeffective@ate6/10/2013)a
4380CH 4.38ASTMF963-11)7 | MagnetsHexcept@abeling@nd/ori@nstructionalditerature@equirements)a
(effective@ate®6/10/2013)E
4390CR 4.390ASTMF963-11)R | JawEntrapment@n@HandlesEndBteering@Vheelsfeffective@atel
06/10/2013)@
4500CE 4.5ASTMEF963-11)2 | Sound®ProducingfoysReffective@ate6/10/2013)x
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4600CE 4.60ASTMEF963-11)E | Small@bjectsfexceptdabeling@ind/ord@nstructionalditeraturel
requirements)deffective@ate6/10/2013)C
4700CH 4. 7QASTMEF963-11)8 | Accessible@dgesdexcept@abeling@nd/orlnstructionalditeraturel
requirements)feffective@ate6,/10/2013)x
4800CER] 4.8ASTMEF963-11)8 | ProjectionsHexceptiath®oy@rojections)feffective@late6/10/2013)F
4900CH 4.9ASTMEF963-11)2 | Accessible@PointsfexceptdabelingZind/or@nstructionalditeraturel
requirements)feffective@ate6/10/2013)x
1093CH CPSC-CH-C1001-09.3@ | Standard®perating®rocedurefor@etermination®f@Phthalates@nd/or
GB/TR22048-2008,foys@Endhildren’s®Productsfeffective@ate@ecember?
31,2011)&
MTL8CE CPSC-CH-E1001-08F Lead@n@Metalhildren's®Productsk
CPSC-CH-E1001-08.10
CPSC-CH-E1001-08.2[
CPSC-CH-E1001-08.3
NMTS8CE CPSC-CH-E1002-08 Lead@ontent@nhildren'stNon-Metal@Productsk
CPSC-CH-E1002-08.10
CPSC-CH-E1001-08.20
CPSC-CH-E1002-08.30
1201GE 1201m SafetyBtandard@orrchitectural@lazing@Materialsk
1202GE 12020 Safety@BtandarddoriMatchbooks?
1203GH 1203m SafetyBtandard@orBicycleelmetsEHGeneral@sel
1204GE 12043 Safety@Btandarddorf@mnidirectionalitizensBandBaseBtationEntennasl
1205GH 12050 SafetyBtandardfor@Valk-Behind@Powerflawni@owers
1207GnR 1207@ Safety@tandard@orBwimming®PoolBlidesk
1209GH 12090 InterimBafetyBtandardforellulosednsulationk
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1210GE 1210@ Safety@tandarddorTigarettefightersk

1211GH 1211m SafetyBtandard@orBAutomatic@Residential@arage@oor@perators

1212GE 12120 Safety@tandarddorMultipurposellightersk

1213GH 12130 Safety@BtandarddorEntrapmentiHazards@n@Bunk@BedsEeneral@sel

1240GR 12400 Safety@tandardforiMagnetBetsk

1301GE 13010 Ban®flUnstable®efuse@insk

1303GH 1303m Ban®ffllead-Containing@Paint@ndTertain@Movable@Non-metalFurniturel
Products@Bearingiead-Containing@Paint - General@sel

1304GR 13040 Ban®fonsumer@atchingfompoundsiontaining®espirableree-Forme
Asbestosl

1305GH 13050 BanmfArtificialEmberizing@aterialsdAshEndEmbers)ZLontainingk
Respirable@ree-FormBsbestosk

1306GE 13060 Ban®fiHazardous@awnartsk

1420G[E 14200 RequirementsdorlITerraindehiclesgATVs)EHGeneralWsel

1450GR 14500 Virginia@Graeme@akerPoolE@ndBpaBafetyBctRegulations

1507GH 15078 Fireworks@evices?

1512GR 15120 Requirementsfor@BicyclesEGeneral@sel

1610GE 1610@ Standard#or@he@Flammability®filothingTextilesEHGeneral@sel

1611GH 1611m Standard#or&he@Flammability@inylPlasticEFilmEHGeneral@sel!

1630GE 16303 Standard#or@heBurface@lammability@®farpetsBAndRugsEGenerallsel

1631GH 1631@ Standard@orheBurface@lammability®fBmallTarpetsEndRugsE

General@sel
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1632GE 16320 Standard#or@he@Flammability@fMattressestind@Mattress@PadsEHGeneralR
Uselincludes@win®ize@nattresses,@nattressi@ads,End@nattressBEets)?

1633GH 16330 Standard@or@he@FlammabilitydOpen®Flame)ofMattressBetsFHGeneral
Usel]

1700GH 1700@ Poison®revention@®ackagingl

1750GE 175003 Standard#or@evices@o@Permit®he@pening®flHouseholdRefrigerator
Doors#romEhednsidel

17A130 1500.17(a)(13) Ban®fandles@vithtMetal-Cored@Vicksk

PL110M@ P.L.AL10-278F ASTME#F2517-05E |losuresk

PL1120 P.L.AL12-266F Limitations@BnBulfur@ontent@nBASTME 1396-14a,'StandardB pecificationl
forlypsum@Board.”

Approved Lab IDs

Theollowing®ableBbrovides@isting@EhefPSC-approveddabsEnd®heir@espectivedD:

Approved Lab Name

Lab ID

1001m Vartestaboratories,dnc.

1002R CentrefestingnternationaldShenzhen)Zorporationa
10037 UL/ erificationBervicesdnc.?

10048 TUVRheinland#HongXongAimited®

10058 ULA/SEHongEKongiimited?

10060 China@ragon@nspection®XertificationGHK)Atd.R
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10076 UL/SEhanghaiimited®henzhen@ranchi

1008n ULA/SBhanghaiflimited?

10090 CMA@ndustrial@evelopmentFoundationfimitedr

1010@ Intertek@estingBervicestHongEongAimited?

1011R SGSETaiwanitd.@hemical@aboratoryETaipeil

1012m Bureaueritas@Consumer@ProductsBervices,AncEBuffalo

1013m BureauWeritasfHongEongimited - Kowloon@BaymDfficel

1014R TheMHongEKongBtandards@EndiTestingfentredtd.?

10150 Guangzhou@VorldwideBtandardsBindiTestingo.,Atd.

10168 SGSHongEKongAimited?

10176 BureaueritasBhenzheno.,Atd.k

1018R Bureau®/eritas@onsumer®roducts@ervicesBhanghaio.,Atd.R
1020@ ConsumerTestingBervices,BGSENorthBAmericalnc.k

10217 Bureau®/eritas@Consumer®ProductsBervicesdGuangzhou)io.,Atd.B
1022R IntertekTesting@erviceslaiwanftd.?

1023@ SGS-CSTCEtandardsTechnicalBervicesdShanghai)&o.,Atd.B

10268 ConsumerTestingfTechnologyo.,Atd.R

144380 YiwulChimingfTestingBerviceso.,Atd.E

10240 SGS-CSTCEtandardsTechnicalBervicesio.,Atd., Buangzhou@ranchi
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10250 SGS-CSTCBtandardsfTechnical@ervicesio.,Atd.,ShenzhenBranch
1027 IntertekTestingBervicesBhenzheniltd.

1028 IntertekTestingBervicesio.,Atd.,Bhanghaif1)a

1029 ConsumerTestingdlaboratories,dnc.,BHardlinesdlaboratoryl

1030m AppliedTechnicalBervices,Anc.k

1031R Intertek@estingBervices@®hilippines,dnc.k

10320 St.Aouis@Testingd@laboratories,@nc.?

1033F CentrefTesting@nternationalfShenzhen)Zorporation.Bhanghai@Branchk
10347 Shenzhen@onylTestBciencendiTechnologyo.,Atd.?

1035m TUVRheinlanddShenzhen)o.,Atd.R

1036E Intertekfest@Hizmetleri@A.S.B

10378 Bureau®/eritasiConsumer®ProductsBervicesAndia@®vt.AtdR

1038a IstitutoAtalianoBicurezzaeifGiocattolid.r..B

10398 BV PST estfdlabortatuvarlariftd.B5ti.?

10400 LabtestAnternational,@Anc.@DBA@ntertek@onsumer@BoodsiNorth@Bmericall
1041m HQTSmMAAnternationalBerviceso.,Adtd.H

10428 ShenzhenBAOVETestingfTechnologyo.,Atd.B

1043 KoreaonformityAaboratoriesl

1044 SGSKorealo.,Atd.BAnyangilaboratoryl
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1045( ITSETestingBervicesqUK)ALimitedr

10460 KoreafApparel@TestingRResearchiAnstitutel

13938 Shenzhen@inkworldfTestingBervice@ompanyitd.?
14330 RIHErthopaedicFoundation,d@nc.k

1454 ModernTestingBervicesdiambodia)@imited?

10480 TUVRheinland®ietnamXo.,dAtd.A

10490 BLCELeatherTechnologyentre,Atd.

10508 Environmental@onitoringndiTechnologies,Anc.B
1051@ Metald@mprovement@ompany,ALCE

10520 Korealesting@®MResearchAnstitutel

10530 KOTITITesting®R@esearchAnstitutel

1054r FITITesting®RMResearchAnstitutel

1055( Bureau®/eritas@Consumer®ProductsBervices@H.K.)Atd.,TaiwanBranchz
10560 Intertek@ndia@Privatelimited,@Burgaonk

1057R TESTEXE

10580 ModernTestingBervicesgDongguan)iimited?

10590 NSLBAnalyticalBervices,Anc.?

10608 HohensteinTextilefTesting@nstitutefambHRX o0.KGE
10617 UL/SEnited&XingdomLimited?
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1062R Environmental@cienceorporation?

10630 IntertekfTesting@ervicesdTianjin)atd.R

10642 STCHDongguan)Lompanydtd.?

10650 Intertek@esting@ervicesBhenzhenAtdf&uangzhouBranchi

1067 Scientificontroldaboratories,Anc.k

10680 GuangzhoukanertificationR T estingAnstitute@CVC)a

106908 TUV@RheinlanddShanghai)&o.,Atd.B

1070R CentrolTessile@otoniero@@Abbigliamento®.p.AfCentrocot)?

10718 Eurofins@MiljgE\/SE

10726 Consumer@Testingflaboratories,dAnc.k

1073@ ConsumerTestingfaboratoriesfFarEast),Atd.R

146207 Jet@FairfTestingechnology@Shenzhen)iimited®

10748 TOVRheinlanddGAProducts@GmbHE

10758 Intertek@onsumerGoods@GmbHE

10760 Bureau/eritas@onsumer®roductBervices®ietnamftd.?

10770 OETI - Institut@ir@kologie,fechnik@ind@nnovation@GmbHEInstituteor® cology,@echnology@ndE
Innovation@GmbH)&

1078R Element@aterialsfTechnology®t.®Paul,dnc.k

10798 SGSH/ietnamftd.B

10800 Bureau®/eritas@ingapore@tedtd.?
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1081R DongguaniReliancefTechnical@ervicetd.?

1082n SGS - Supervise@lozetmelEtidXontrolBervisleri@.S.
10830 Bureau®/eritasflonsumer@®roducts@ervices@ndia@vtitd.J@BangaloredX
10840 Labtest®ortugal - TestesAlaboratoriaisidal

10860 Chemical®olutions,dtd.R

10870 IntertekTesting@ervices@Thailand)imitedd

1088n Intertek@TestingBervices@Vuxiftd.?

10890 BureauVeritas@onsumer@ProductsBervicesUK,Atd.?
10918 TUVRheinlandA.GAProducts@GmbHE

1092m SGSHThailand)@imited

10930 SGSAndia@®vt.Atd.JCTS)?

10948 SGSAndia®Privatellimited,@ardlineflaboratory,@&urgaonf
10970 R.A.FAnalyticaldaboratories,dAnc.k

14570 Fujian@cience@VayTestingo.,Ltd.R

14741 ModernlTestingBervices(Qingdao)o.,Atd.?

1100m SGS@nited&XingdomLimitedr

1101@ SGSEraiwanftd.EMechanical®@ardgoodsAaboratoryl
11020 ULAualityBAssurance@rivateimited?

1103@ TOVBUDMHongKongiimitedd
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1104@ Cambridge@aterialstTestingimited®

1105( Consumer@TestinglaboratoriesfShenzhen)o.,Atd.R

11060 ModerniTesting@ervicesfShangHai)Aimited

1107 SGS@Philippinesinc.k

1108 ModernTestingBervicesdGlobal)itd.?

11098 TexanlabAaboratories@vt.Atd.E

1110@ Lctech@Zhongshan)iesting@erviceo.,Ltd.&

1111@ MSRARQuality@anagement@ervices,ALCE

11120 BayBAreafompliancefaboratoriesorp.{Shenzhen)d

1113m Marteldaboratories@DS,dAnc.2

1115H Microbaclaboratories,@nc. - BaltimoreMivision

11160 Bureau®/eritas@Consumer@ProductsBervicesdBangladesh)iimited®
11170 IntertekTesting®ervices@Singapore)®te.,Atd.Q

1118( ModernTestingBervicesfgHK)Atd.,Fraiwan@Branchi

11198 SGSEraiwanftd.@Chemical@laboratory-Kaohsiung?

11218 Bureau®/eritas@onsumer@roductsBervices@ankaPrivateflimited?
1122m Michelsonfaboratories,@nc.k

13528 Rhodia@JK&imited®

13900 MPAEberswalde@aterialpriifanstalt®BrandenburgfmbHE
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14068 Nissenken@uality®Evaluationenter@eko-TexA aboratoryX
11250 BureauVeritas@onsumer@ProductsBervices,5.A. - Guatemalal
11260R Dongguan@BupremefTechnologyR[Testing@erviceo.,Atd.Aabl
11270 TUVEBUDPSBPte.Atd.B

1128F TUVBUDBouthAsia@®Pvtitd.,Bangalorel

11290 Armstrong®orensicilaboratory,dnc.k

11303 Microbacaboratories,dAnc. - HauserfdaboratoriesMivision
1131R DongguanEMTEKXo.,Atd.?

11320 Traceflaboratories,Anc.z

1133@ TUVBUDAndustrieBervicelEmbHE

11340 MSiTesting®REngineering,Anc.k

11350 International@AsbestosfTesting@aboratories?

11360H Bureaueritasfonsumer®roductsBervices,3.A.@elfL.V.A
11376 VHGMabs,dAnc.?

11380 Exovalanadanc.?

1139 SGSMBangladesh@imitedfLaboratoryBervices)?

11403 EMSLBNnalytical,Anc.B

1141R ESSAaboratory - Division®fEThielschEngineeringf

11420 ProductfTechnologyBervice@Ningbo)Xo.,Atd.R
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11450 Insight@laboratoriesSingapore)@®tedtd.?

11468 Intertek@ranceld

11471 Intertek®ietnamtd.?

11480R SheffieldBA\ssay@Dfficel

11490 SGSECTSE

14930 DongguanlICT estinglTechnologyo.,Atd.E

14500 ZhejiangRuiyaoTestingfTechnologyo.,Atd.E

1461R TUVRheinlandBAntaean(Kunshan)o.,Atd.R

1150m A.lE.Kirby@emorialHealthenterk

11518 Japan@RecreationBnd@iscellaneousf@GoodsBafetydaboratoryl
1153m CATASBpAL

1154 ACTEabALCE

11550 Polymeriiagnostics@ncorporated?

11560 ShirleyfTechnologiesAtddsubsidiaryBBTTGAEtd)R

11578 Polymer@olutionsAncorporated

11590 SGS-CSTCBtandardstTechnicalBervicesio.,Atd.MingdaolTestingenterf
11601 J.W.C.Enterprises,dnc.@/b/afChemservel

1161R CTSENingbo)tTesting®ervicelfTechnologyo.,Atd.?

116207 APIdabTestingfimited?
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11640 Bureau®/eritasfonsumer®roducts@ervices@ndia@Pvt.Atd.Airupurdindia)z
11650 ITSALabtest@Bangladeshitd.:

11660 GuangzhoufGRGEMetrologyR T esto.,Atd.R

11670 IntertekfTestingBervicesEoreatd.?

1168F TextilefTesting@nternationall

11690 Bureau®/ eritasionsumer®roductBervices@Germanyf@mbHE
1170@ SEAAtd.B

11718 IntertekEimscoIsaniTestingenterk

1172m LehighlTestingfaboratories,dnc.

11730 CTTE&ROUPH

11748 CMATestingBnd®ertification@aboratoriesfShanghai)&o.,Atd.B
11758 Laboratorio@e@Mabamex®.A.Re.V.B

13760 SGSEMULTILAB,®.A.DERC.V.A

11778 PTiMatteld@ndonesial

11780 MONTOI,®.A.MDET.V.A

1179 Mattel@Malaysia@DNEBHDE

1180m DongguanRadicafzames@anufacturingio.,Atd. - Pldlaboratoryf
11818 MattelfToystTechnicalonsultancyfShenzhen)dtd. - PIdab
11820 ShenzhenBAOVE estingfTechnology@o.,Atd.,Kunshan@ranchl
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11840 Galbraith@aboratoriesdnc.

11850 UnitediTesting@erviceRJiangsu)&o.,Atd.B

11870 MutualornellEnvironmentalf

11880 SGS-CSTCEtandardsTechnicalBervices@Tianjin)&o.,Atd.B

11890 BirminghamBAssay@fficel

1190m INTERTEKATALIABPAL

11920 PonyilabFor@PhysicalREhemicalBAnalysisdBeijing)Xo.,Atd.?
1193R Southernd@mpact®Researchenter,ALCE

1194n JiangsuBietongl@nspection@Endertificationio.,Atd.R

11958 WenzhoulAsialnspectionfTestingfTechnologyo.,Atd.?

11960 SGSE esting® X ontrolBervicesBingapore®te.,Atd.E

11970 Japan@Recreationnd@iscellaneousiGoodsBafetydaboratoryBOsakaiDfficel
1198F PT.Bureaueritas@onsumer@roductsBervices@ndonesial

1199¢@ ANSECO&roup,ALCR

12003 Truesdailllaboratories

1370@ ASOCIACIONEDEANVESTIGACIONEDEAAANDUSTRIATEXTILHAITEX)E
14170 Micom@Laboratories?

1201R Graduate@Bchool@tBhenzhen,fsinghuafUniversityl

12020 IntertekfTesting@ervicestNAANc.Rl
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1203F PT.@ntertek@tamaBervicesl

12060 AN.C.|.Bervizid.r.l.Bection.l.M.A.C.[Lentroftaliano@ateriali@iBApplicazionealzaturieral
12070 CSAlnternationall®

1208 Shenzhen@ongcaifTestingfechnology®o.,Atd.B

1209m SGSAnstitut@Fresenius@mbHE

12108 AmlabBervices@Ptelltd.R

1211m Intertek@TestingBervices@Bhenzheno.,Atd.,BuangzhoufEDD@Branchi

12120 DiversifiediTestingflaboratories,Anc.?

1213m GuangDongnstitute@®fBAnalysisfChina@NationalB\nalyticalenter@GuangZhou)?
1214p) UL®&/SALaboratuvar@izmetleri@\.S.&

12158 EKOTEKSAaboratuvar@e@ozetimEHizmetleri

12160 BRACHIETESTINGBERVICES®i@Brachi®Per.@nd.@rimol!

12170 SGSAndia@P)Aimited - ConsumerTestingBervicesAaboratory,&urgaont

12180 UnionfTechnology@®esearchRBervicelenterk

12198 CTSANingbo)Testing@ervicefTechnology@o.,Atd.B

12200 ALSHAaboratory@roupl

1221R STCHShanghai)ompanytd.?

12220 QualityBAssurance@ndTestingenterBHQUATESTEB)E

1223p SATRAR echnologyientrel
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12250m ShivaBAnalyticalsdIndia)Privatefimited?

1408@ SwereadVFEABR

14130 Laboratorio@iBnalisi,®Prove@@Ricerchefndustriali@ell'lstitutofecnico@ndustriale@ Tullio@Buzzi"
1438p DanishlTechnologicaldnstitutel

12270 DynamicResearchinc.z

12280 TheMNortherniTesthouselLeicester)dtd.B

12290 LegendiTechnical@ervices?

12300 Snell@Memorial#Foundation - Californialab®

1231R MAS,ALCR

12320 Bureau/eritas@henzheno.,Atd.,MDongguan@Branchi

1233R TaicangfACTBportingfGoodsiTesting@ompnay,ATD.

12350 Prifinstitut@ansecontrol@mbHE

12360 DEKRABAuUtomobillimbH - Laboratory@or@Enviromental@nd®Productfnalysis?
12378 TUVRheinland@Guangdong)dtd.a

12380 UL&/SBwitzerlandBAGE

12390 Intertek@efuatemala,3.A.2

12400R K@Prime,dAnc.k

12418 SGS&lo@BrasildTDAR

12420 ShenzhenfElectronic@®ProductfualityfTestingenter
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1243 Eurofinsrontier@lobalSciences?

12447 Certintex®.A.C.2

12450 IntertekTestingBervices@eMéxico,B.A.@el.V.{2)R

12470 NingboFibref@nspectiondnstitutel

1248p ClothingTextile®FibrefTechnological@Development.A.B

1250H MeadwestvacoBafety,Health,@ndEnvironmentaldaboratoryl

1251R DPldaboratory@Dongguan)dimited?

12520 TestingfAlaboratory,MMattel@BangkokAimited?

14790 CertifiGroup,dnc.2

1253m ChangfAn@PILab@DfFoshanNanhai@attel@onsultancyBervicello.,Atd.E
12547 SGSEMauritius)dtd.R

12550 Intertek@ndiaPrivatefimited?

12560 Asociacion@elnvestigacion@eda@ndustria@elluguete,onexa@@finesgAIJU)R
12570 ICQAHK)Aimitedd

12580 Chelab@3RLE

12590 Intertek@TestingBervicesBhanghailtd.,BHangzhou@Branchi

1445R) DEKRALTestingndertification@mbHE

1418p NODA-ICHI-DENSHIZo.,Atd.&

13750 PT.MModernlTestingBervicesd@ndonesial
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13920 UL/ erificationBervicesdnc.Zanton,BMAR

1451R TUVBUDBouth@sia@Pvtitd. - Gurgaonk

14720m BureauWeritas@onsumer@ProductsBervicesqIndia)@vt.,Atd.R

12660 CIATEC,A.C.B

1383@ Jiangsu UV@ProductBerviceftd.ShanghaiBranchfTestingenter(TUVBUD)E
13938n McCampbellBAnalyticald@nc.?

14238 IntertekBlLabtestBRLE

14071 ShenzhenEMTEKXo.,A td.

1401@ ITSALabtestBangladeshitd.fChittagong)

1403R Berkeley@\nalyticalBssociates,ALCR

13560 DTNWEffentliche®rifstellelmbHE

1424m STQTestingBervicesio.,Atd.R

1453 TUVRheinlandIndia)Privatefimited.?

1360 Testingflaboratories@fanada,Lorp.R

14600m TUVRheinlanddIndia)®vt.,Aimited?

14950 Lab/Cor@Materials,ALCE

14640R SouthhinaTechnicalBerviceo.,Atd.R

12670 NMHABORATORYBDNEBHDE

12720 Foshan@Nanhai@Mattel@iecasto.,Atd.PI§Productdntegrity)daboratory?
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1274m ShimadzulTechno-Research,@nc.B

12750 Shanghai@onyTestfTechnicalXo.,Atd.R

1498nm ZhejiangBureau¥eritasfConsumer@ProductsBerviceBhenyueo.,Atd.R
13780 PTBucofindol

14300 Element@aterialsfTechnologyNew®BerlinAnc.

13810 Milliken@yroanalytical@enterl

14058 Long@Beach@ublicHealth@aboratoryl

13840 Uniteclaboratory@ervicesfDongguan)iimited

126002 Shenzhen@orlab@ommunicationsiTechnology®o.,Atd.

12640 Manufacturing@olutionsenter,@kafHosieryfTechnologyenterGBRivision@DfEVCCE
12650 ShimadzuGuangzhou)@nalysisRETechnology®ervicesiTo.,Atd.B
1270m HanesbrandsAnc.dHBI)Eorporateestingdaboratoryl

12730 Intertek@Testing@ervices@Tianjin)Atd.,Mingdao®Branchf

12760 Intertek@ndia@Pvtitd,Tirupurl

12778 Intertekiesting@ervicesdHongXongimited?

1280n ConsumerTestingdlaboratories,dtd.?

12820 Centexbell

12860 Intertek@estingBervicesAtd.tNingbo@Branchf

12878 Intertekdtd.?

Page 36 of 46




eFiling@®Product®egistry@pdate Service Design

12920 Intertekiesting@ervicesitd.,Bhanghail

1293n ForensicBAnalyticaldlaboratories,dnc.k

13940 ModernlTesting@ervicesIndia)@®rivateflimitedr

12610 GenesisfTestingndAnspectiondGuangzhou)orporationk
12620 ThelAndustrialBAnalysisBervicedShenzhen)o.,Atd.R
12680 CITEVE - Technological@entredor&helTextileBandlothingAndustries®fPortugall
12690 FootwearfTechnological@nstitute, JINESCOP)E

1271R FoshaniNanhai@MattelonsultancyBerviceio.,Atd.R
12890 BV onsumer®ProductsBervices®Pakistan@PVT)dtd.E
1294 QAldLaboratories,dAnc.?

12950 LAPI@aboratorio®revenzionencendiBpALl

12960 Professionalfesting@aboratory,dnc.?
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