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GPSC-1-13-0008 —_
hited States Government
Interagency Agreement (IAA) - Agreement Batween Fedatal Agencles
Order Requirements and Funding Information (Order) Section

IAA Number NR-138 173 . Servicing Agency’s Agrecment

GT&C # Ordes # _Amendmontiviod # Tracking Number (Optional) N/A

PRIMARY QRGANIZATION/QOFFICE INFORMATION

24, Requpsting Agency Servicing Agenty
Primary Organization/Cffico Consumer Product Safaty Comemission | Natlonal Archives & Records
Name Administration, AFRC
Responsible Organization/Offles | 4300 East West Highway, Room 820 |8601 Adelphi Road, Room 3600
Address Bethesda, Maryland 20814 Collage Park, Maryland 20740

ORDER/REQUIREMENTS INFORMATION

23, Order Action (Check One)

EZ]New

1 Modifieation (Mod) - List affected Order blocks belng changed and explein the changes belng made. For Bxample: for
a performance period mod, state new performance perlod for this Order in Block 27, Fill out the Funding Modification
Summnary by Line (Block 26) if the mod involves adding, deleting or changing Punding for #n Order Line,

I JCancallation — Provide a brief explanation for Order canceilation and fill in the Perfonnance Period Bnd Date for the
effective cancellation date, ’

26. Funding Modifeation _ g‘t’lﬁ‘ﬁﬁ
Summary by Line Line # Lineg # Line # (atisoh funding Total
details)

Qriginal Line Funding $20,840.00 3 3 $ £20,840.00

Curnulative Funding Changes

TFrom Prior Mods [addition (+Yor [$ $ $ 3 $0.00

reduction {-}]

Punding Change for This Mod 3 $ 3 $ $0.00

TOTAY, Modified Obligation $20,840.00 | $0.00 . $0.00 - | s0.00 $20,840.00 -

Total Advance Amount (-} $ $ 3 3 $0.00

Net Maodified Amount Due $20,840.00 |$0.00-"" .[$0.00 $0,00 $20,840,00

27, Performance Perlod Stari Date 10-01-2012 End Dato 09-30-2013

For & performance perlod mod, insert MM-DD-YYYY MM-DD-YYYY

the start and end dates that reflect the

new performance perlod,
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United States Government

interagency Agreement (IAA} — Agreement Between Federal Agencles
Order Requirements and Funding Information (Order) Section

TAA Number NR-139 -3 . Scrvicing Agenoy's Agreomant
GT&C # Order #  Amendment/Mod # Traoking Number (Optionat) NA
28, Order Line/Punding Informstion Linc Number -
Requesting Agency Funiling Information Servicing Agency Fuuding Information
ALC 61130001 88000001
Treasury Agetcy Code 61-0100 TIN: 520978750
Trading Partner Code DUNS: 069287522
TAS 61130100 BBX4578
BETC DISB
Object Class Code (Optional) o
BPN - 104871235
BPN -+ 4 (Optional}
“Addignal Aéoounling
Classification/Iiformation |Q1GBAL3DSE 2013 9994100000
(Optional) EXFS002600 253X%0
Requesting Agency Punding Bxpiration Date Requesting Agency Funding Cancelintion Date
9-308013 s 05-30-2013
MM-DD-YYYY MM-DD-YYYY
Projoct Number & Title N/A
Degcription of Products and/oy Services, including the Bona Pide Need for this Order (Sintc or attach a description of
produots/services, including the bons fida need for this Order.)
Records Storage and Services
North American Industry Classification System (NAICS) Number (Optional)

Breakdown of Reimbursable Line Costs ORr Brealdown of Assisted Acquisltion Line Cost:
Unit of Measure Contract Cost | §

Quantity Unit Prics Total Servioing Fees | §

$0.00 “+. -] Total Obligated Cost | $0,00
Overhead Fees & Charges $ Advance forLinc(-) | 3
Totel Line Amount Obiligated $0.00
G T e
Net Total Cost ?ﬁ%&@ﬁw e

‘| Assisted Acquisition Scrvicing Fess Explanation

Advance Line Amount (-) $

Net Line Amount Due $0.00 . L

Type of Service Requirements

F1Severable Service EINon-severable Service  £Z1Not Applicable

FMS fsim 76008 DEPARTMENT OF THE TREASURY
FINANCIAL MANAGEMENT 3ERVIGE
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United States Government
Interagency Agreement (IAA) — Agreement Betweean Federal Agencles
Order Recuirements and Funding Information {Order) Section

JAA Numbor NR-138 -113 . Servicing Agency's »‘q;ree:mmkj
GT&CH# Order#  Amendment/Mod # Tracking Number (Optionat) NA

29, Advance Information (Complste Blook 29 if the Advanoe Payment for Produots/Servioes was ohecked “Yes" on the GTEC.)

Total Advanece Amount for tha Ordor § [All Order Line advance amounts (Blook 28) must sum o this tolal.]

Revenue Recognition Mothodology (according to SFFAS 7) (Identify the Revenue Recognition Methodology that will ba used to
nocount for the Requesting Agency's expense and the Servicing Agency’s rovenue)
3 Straight-line — Provide amount to be ascrued § and Number of Manths
£ Acorusl Per Work Comipleted - Identify the acoounting posting petiod;
Cmonthly per work completed & invoiced

(| Other — Explain other regular period (bimonthly, quarterly, eto.) for posting aceruals and how the accrual
amounts will bs communicated If other than billed,

30. Total Net Qrder Amount: $20,840.00

[AN Qrder Line Not Amounts Due for reimbursable agreements and Net Total Costs for Assisted Acquisition Agreoments (Block 28)
must sum to this total,)

31, Attachments (State or st attachments.)
[ IRey projest andfor ncquisition milestones {Optional except for Assisted Acquisition Agreements)

WIOther Attnohments (Optional)
Terms & Condltions

BILLING & PAYMENT INFORMATION

32, Payment Method (Check Onej [Intra-governmental Payment aud Collection (IPAC) is the Preforred Methiod))
IfTPAC i used, the payment method must agree with the IPAC Trading Partner Agrcoment (TPA).

O Requesting Agency Initiated IPAC mSowlcing Agenoy Initiated IPAC
mCharge Card Clother- Explain other payment method and reasoning,

33. Billing Frequency (Check One)

[An Invoice must be submitted by the Servicing Agency and accepted by the Requesting Agency BEFORE funds are
relmbursed (Le., via IPAC transaction))

&Z Monthly O Quarterly Clother Billing Frequency (include explanation}

34. Payment Terms {Check One)
. [237 days Mother Payment Terms (Inolude explenation):

EMS E;m; 76008 DEPARTMENT OF THE TREASURY
FINANCIAL MANABEMENT SERVIGE
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United States Government
Interagancy Agreement (IAA) - Agreament Between Federal Agencles
Order Requirements and Funding Information {Order) Section

TAA Number NR-138 LI Serviclng Agcnoy's Agreement
GT&C # Order # _Amondment/Mod # Tracking Number (Optional) WA _

35. Funding Clavses/Instructions (Optlonal) (Stats andfor list finding olauses/instructions.)

This agreement is being incrementally funded in the amount of 35,210.00 for the .
period October 1, 2012 through December 31, 2012, Additional funding will be
ptovided, by modifi¢ation, when funds become available.

36, Delivery/Shipping Information for Products (Optonal)

Agenoy Name NIA ,

Point of Contaot (POC) Name & Title NA g
POC Bmail Address N/A

Dalivery Address /Room Number N/A

POC Telephone Number

Special Shipping Information

APPROVALS AND CONTACT INFORMATION

37 PROGRAM ORFICIALS :
The Program Officials, as identified by the Requesting Agonoy and Servicing Ageucy, must ensure that the scope of work iy

praporly defined and can be fulfilled for this Order, The Progrem Official may or may ot be the Contracting Officer depending on
ench agency's IAA business process, ’

Requesting Agéncy Servicing Agency
Nama Angsla T, Heggs David Welnberg
Title Records Officer Director, Records Center Program
Telephons Number {301) 504-6891 (301) 837-3115
Pax Number {301) 504-0127 (301) B37-1617
Email Address aheggs@cpsc.gov david.wainberg@nara.gov
SIGNATURE ANGELAHEGGS Eiiee—m— | [L I\~ 7
Date Signed MYy )

as, FU@?‘!GOFJ{I{:IALS ~ The Funds Approving Officlals, a5 Identified by the Requesting Agency and Servicing Agency, cartlfy
that the funds are accurately cited and can be properly accountad for per the purposes set forth in the Order. The Requesting
Agency Funding Official signs te obligate funds, The Servidng Agency Funding Officlal signs to start the work, and to oili, collect,
and properly account for funds from the Requesting Agency, In accordance with the agresment,

chue;hﬁg}ggnw Servicing Agency

Name Hai:Duone

Title Budget 0Officer

Telephone Number {301) 504~7575

Fax Number

Email Address hd CPBC. OV )

SIGNATURE @-—; ?/& £//Z‘"'

Dato Sigaed P L

FMS Tom 76008 DEPARTMENT OF THE TREASURY
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United Statas Government

Interagency Agreetment {IAA} ~ Agraement Betwean Federal Agencies
Order Requirements and Funding Information (Order) Section

TAA Number NR-139 178 . Sarvicing Agency's Agreemant
QT&C # Order#  AmendmentiMod & Tracking Number (Optional) NA
CONTACT INFORMATION

IINANGE ORKICE Fotais of Cobinet (PO CH
The fmence offics points of comtact must snsure that the
advance/accounting Information are acourate and timely for this Order,

payment (Requesting Agenay), billing (Servicing Agenoy), and

39, Régnéstiig Agedcy (Payment.0ffes) Serviclng Agency (Billing Office)

Nama Debbie Young )

Title ; Payment Officer T

Office Address ' w Payable Bz, N'.E. Bl —

Oklshova City, CK 73125

Telsphono Nurabar (405) 954~7467

PFax Number ] T
Bmail Addrass + 9-AMO-AMZ-CPAC-Accomts—Payablelfaa. dov

Signaturs & Dato (Optional) ' 7
40, ADDYTIONAL Poluts of Contuets (POCE) (a3 determinod by each Agency)
This may inclade CONTRACTING Office Points of Contact (POCs). '

o, RequebttipWiaey Servicing Agency e
Name Donna . Hutlon Andrea Scherer ]
Title Direotor, Divislon of Procurement Services | Account Manager
Office Address 4330 East West Highway, Room 523A | 14700 Townsend Road
Bethesda, MD 20814-4408 Philadelphla, PA 18154

Telephons Number (301) 504-7009 (218) 305-2005
Fax Number (301) 504-0828 (215) 305-2038
Emall Addrees dhutfon@cpac.gov andrea,scherer@nara.gov
Signature & Date (Optional) see o9 //
Nanme v
Title
Office Address

Telsphone Nuwabor

Fax Number

BEmail Address

Siguature & Date (Optional)

Nama

Titls

Office Address

Telephone Number

Pax Number

| Bmail Address

Siguaturs & Dato (Optional)

Fi
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TERMS AND CONDITIONS
I. PURPOSE

This agreement sets forth the terms and conditions under which the National Archives and Records
Administration's (NARA’s) Federal Records Centers will store and secvice records that remain in
the legal oustody of the U.S, Consumer Product Safety Commission, hereafter reforred to in this
document as the customer agency, Terms in italics sre defined In Attachment A to this agreement,

II. COVERAGE

This agreement will become offective on October 1, 2012, and will continue through September 30, 2013.
This agreement covers cusfomer agenoy records stored and serviced in NARA’s Rederal Records Centers
(Including the Washington National Records Centsr and the National Personnel Records Center) where
legal ownesship of the records remains with the customer agency, In some instences, regional or local
sgreements may supeisede or augment this agreement, This agreement will be updated annually, but may
be amended sooner if deemed necessary by NARA and the customer agency,

A Tully executed agresment is to be in place by October 1, 2012, If an agreement or an acceptable
substitute is not In place by that date, NARA may have to suspend records center services until the
agreement or an acceptable substitute is in place.

1, FEDERAL RECORDS CENTER STORAGE AND SERVICES
A. Storage

1. NARA will store records of the customer agency’s record groups, in a safe and seoure
envirenment that meets the requirements outlined in 36 CFR. part 1234,

2. Inmost ingtances, NARA will store the customer agency’s records in the NARA Federal
Records Center that is designated to serye the geographic area in whioh the records originated
or were maintained by the customer agency. In certain situations, NARA may ratire a customer
agency’s records to a NARA facility outside the geographic avea, NARA may also slect o
transship a customer agency’s records o a NARA facility outside the peographic area, NARA
will keep the customer agency informed about the Jocation of the records, A directory that
indicates the geographic areas served by each NARA Federal Records Center can be found #s

Attachment B to this agreoment. Classified records can be retived only to the ‘Washington
National Records Center in Suitland, MD.

3. NARA will assist the customer agency in properly implementing, monaging, and removing
disposition freezes placed on Federal records by court order or agency directives. Agenoies
will notify NARA when a freeze should be lified. NARA will generally provide assistance
involving freezes without imposing additional charges.

4. Exiracts from automated reporting systems will be made available ta the customer agency as
needed, NARA will generally provide extracts from automated reporting systems without
imposing additional charges,

FY 2013 IAA—Terms and Conditions Page |



5. For billing purposes, NARA, will charge the cusiomer agensy based on the volume of records
stored, Separate storage fees are assigned to elassified, textual environmentally controlled,
non-textual environmentally controllsd, and Electronic Records Vault holdings,

6. [Reserved for specific agency storage requirements or Iocations]

B. Services
‘1. NARA will provide the customer agency with the following services:
4. Transferring

(1) To Initlate a retirement of records, the customer agency must submit a Standard Form 135
(SF 135), Records Transmittel and Receipt, to the appropriate NARA Federal Records
Center, {See Attachment B for eddresses, phons numbers, names of contaets, emait
addresses, and the geographio areas served by each center.) The S 135 must be
completed according to NARA instructions, Acceptable methods of transmittal include but
ere not limited to ARCIS, mall through the United States Postal Service, express delivery
services, fux, or as an email attachment, (If submitting the SF 135 via emai! or fax, the
customer agency should ensure that the SF 135 is placed in box 1 of the fransfer when the
records are shipped), Proposed transfers of scheduled permanent sndlor unscheduled
records must include a detailed box listing attached to the SF 1335, Additional guidance on
transmitting SF 2355 and preparing records for shipment {s available from each NARA
Federal Records Center. An electronic SF /35 can be found at
http/iwww.archives. govifrelforms/sf-135-intro.himl.

(2) NARA will process submitted SF 1355, either by approving the trangfer or by initiating
corrective action, within 10 business days of receipt, The approved SF 135 will be
refumed to the custorper agency.

(3) Once approval has been granted via the SF 135, the customer agency may ship the
trangfer to the appropriate NARA Federal Records Center, Shipping methods include but
ate not limited to services pravided by the United States Postal Service, sxpress delivery
services, or freight oaniers. Additional guidance on labeling boxes and shipping records is
available from each NARA Federal Records Center, Some shipments may require
providing advence notice to the NARA Federal Records Center, Syecial arrangements for
the shipping and hendling of classified records may be made with the recelving NARA

Federal Records Center on & case-by-cass basis, Shipping costs are the responsibility of
the customer agency,

{4) To safeguard the records and the information they contain, the records must be packagad
in sturdy, approved containers. Commonly used containers include Federal Records
Center boxes with flaps, tubes with end caps, and map boxes with covers, The containers
must be securely sealed with paoking tape, If improperly packaged records ars received by
the NARA Federal Records Center, NARA will contact the customer agency to arrange
for corrective action. Corrective action may inolude the repackaging of the records by
NARA staff or the return of the records to the customer agency for repackaging, Either
action will be at the customer agency’s expense.

) FY 26 13 JAA—Terms and Conditions Page 2




(5) If an approved transfer Is not received within 90 calendar days of approval of the SF 135,
records ceater staff muy contact the customer agency to determine the cause of the delay
and recommend appropriate action.

(6) The customer ugenoy will maintain its own colleotion of SF* 135s for all of the records it
ships to NARA, However, each NARA Federal Records Center will malntain s
comprehenstve collection of SF 1355 for the customer agency records in its holdings.
Copies of SF 1335 may be provided for & fee,

(7) The customer agency will maintain its own detalled box listing of, or index to, all records
for each transfer that is retired to 8 NARA Pederal Records Center, When practical, the
customer agenoy will provide NARA with a copy of this document by placing it In the
first box of the transfer to which It pertains, The copy provided to NARA will serve as an
oft-site backup copy for the customer agency. As specified in item (1), proposed fransfers
of scheduled permanent or unseheduled records must include & detailed box listing
attached to the SF 133

{8) The customer agency will identlfy, and NARA will protect, sensitive Personally
Identifiable Information (PI) as specified in Attachment D to this agreement,

(9) For billing purposes, a processing fee is applied to each separate frangfer submitted by the
scustomer agency for processing. A trangfer fee Is applied per cubic foot for records
shipped to NARA. A separate frangfer foe is assigned to classified records, For oustomers
in the Washington, DC, metropolitan area, the Washington National Records Center
(WNRC) offers a pick-up service for transfers with volumes greater than 25 cubic feet. A
specialized shipping and handling fee is applied for piok-up service provided by the
WNRC trucks.

b. Disposal

(1) Ninety calendar days priot to the beginning of a quarterly disposal cycle, NARA will
notify the customer agency of each frangfer eligible for disposal by sending an N4 Form
13001, Notice of Eligibility for Disposal, to the customer agency’s records officer or other
designee. It is the customer agenoy’s responsibility to kesp NARA informed of any
changes In the identity or address of the records officer (or designee) and to review each
NA Form 13001, The records officer should verify that the transfer Identified on each N4
Form 13001 is no longer needad (for exaniple, for internal business, pending Litigation, or
FFOIA requests) before concurring on the disposal, If agency concurrence is not received
priot to the disposal cycle start date (January 1, April 1, Yuly 1, or Ootober 1), the transfer
may not be destroyed until the next disposal sycle, in which case the customer agency
would be responsible for an additional 90 to 180 days of storage fees.

(2) Records will be destroyed within 90 calendar days of eligibility, as determined by the
applicable records disposition schedule and NARA receipt of written concurrenoe from
the custoter agency, whishever comes later, Possible exceptions to this general rale
would include transfers containing classified or non-standard records, mixed or special
media requiring non-routine or special destruction methods, and significantly large
volumes of records resulting from a freeze lift. Even in exceptional cases where the actual
destruction may not ocour within the 90-day window, customer billing for storage of these
records will cease after 90 days.
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{3) IFNARA is unable to ascomplish the disposal of the customer agency’s records within 90
calendar days of their becoming eligibls for disposal, the oustomer ageacy will not be
respensible for the storage costs for these disposable records bayond the initial $0-day
period, If, however, any records are retained beyond the 90-day period at the request of or
for the benefit of the customer agency, ineluding but not Hmitad to court-ordered freezes,
normal storage charges will continue to appiy. Under circumstences where an ordered
freeze has been lifted, any eligible transfers will have an N4 Form 13001 gensreted for the
next oligible disposel cycle, and billing for storage will cease a maximum of 90 days after
agency coneurrence is received. NARA. will negotiste with the customer agency to
establish a reasonable time frame within which the actual disposal will be accomplished,
since this is dependent upon local resources and may severely burden loca) staff if the
freeze affected = significant valume of records.

(4) NARA will dispose of all temporary records in accordance with Federal regulations and as
specified in the records schedule item cited on the disposal notice. NARA, shall also
ensure that acoess to the records is restricted throughout the disposal process, Disposal
will ocour under contract with a wastepaper or other recycling company or by NARA,

{5) NARA will provide disposal witnessing services when required by Federal regulations,
Unless Instructed otherwise in writing, NARA will provide contractor witnessed disposal.
NARA charges an additional fee for witnessed disposal.

{6) NARA, may require additional reimbursement from the customer agency for the disposal
of non-textual media and textual records that contain a significant amount of non-textual
materiat that must ba removed prior to shredding (clips, binders, mylar, and other non-
paper maferizls), In such instances, NARA will notify the customer ageney in advance that
additionel charges are warranted.

(7) NARA will follow the procedures established in the current NARA Information Security
Manual and Bxecutive Ocder 12938-Classified National Security Information for the
disposal of secwrity classifled materials,

(8) For billing purposes, a disposition fee is applied per cubic foot for records properly
destroyed by NARA. A separate disposition fee I3 assigned to clasvified records,

¢. Accessioning of Scheduled Permanent Records into the National Archives of the Unlted
States

{1) Por permanent records stored in a Federal Records Center and eligible (as determined by
the applicable records schedule) for accessioning into the Natienal Archives of the United
States under the regular transfer cycle, NARA will ereafe & Transfer Request in the
Electronic Records Archives (ERA) at the bepinning of the fiscal year.

(2) The customer ageney will review the ERA Transfer Request, update the information as
necessary, and submit the completed BRA Transfer Request to the appropriate NARA
archival unit for approval.

(3) Transfers of permanent records from Federal Records Centers to archival units will oceur
at least semi-annuelly, during the Januery-Mareh and July—September quarters. For
records to be considered for transfer in the January-March quarter, the customer agency
must submit a completed ERA Transfiar Request by December 1. For records to be
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considered for transfer in the July-September quarter, the customer agency must submit a
completed ERA Transfer Request by June 1.

(4) It may be possible to transfer permanent recoids from a Fedstal Records Center to an
archivel unit during other quarters, if both the Federal Records Center and the archival
unit can acoommodate the transfer, The customer agency should contact its account
manager to inquire about first- and third-quarter transfers of permanent racords.

(5) If an ERA Transfer Request is approved by the appropriate archival unit at the beginning
of a transfer quarter, and if NARA s unable to accomplish the aceessioning of the
customer agency’s records within that transfer quarter, the customer agency will not be
responsible for the storage costs of these records beyond that quarter,

(6) If the customer agency declines fo accession all or any part of the records identified on an
ERA Transfer Request, it will notify NARA in writing of the declination, The customer
agency will continue to be responsible for storage charges for declined records until an
accession ig authorized via a properly completed and submitted ERA Transfer Request
that has been approved by NARA,

(7) NARA will follow all security procedures applicable to the physical gocassioning and
storage of security classified permeanent records in the National Archives of the United
States.,

(8) If e properly completed ERA Transfer Request is not submitted, NARA will attempt to
remind the oustomer agency once. After the inftial reminder, the customer agency will be
reminded of the pending accession at least once every § years.

(9) For bitling purpases, a disposition fes is applied per cuble foot for records accessioned
into the Nationat Archives of the United States. A separate disposition foe is assigned to .
classifted records. The customer agency will pay the disposition fes for all accessions
whenever they are completed. The dfsposition fee covers costs incurred by the NARA
Federal Records Center only; all other costs associated with accessioning vecords (nto the
National Archives of the United States are borne by NARA and are not charged to the
customer agency.

d. Permanent Withdrawal

(1) The customer agency may submit a request for the permanent withdrawal of individual
boxes of customer agency records from the physical custody of the NARA Rederal
Records Center using ARCIS, an Optional Form 11 (OF 11), or other NARA-approved
forms. .

(2) The NARA Federal Records Center will prepare the records for shipment, update ARCIS,
and update the SF 133,

(3) Requests for the permanent withdrawal of an entire recard group or records series of
customer ageucy records will be negotiated between NARA and the customer agency in
regards to costs, imeframes, and shipping methods.

(4) Forbilling purposes, a permanent withdrawal fee is applied per cubic foot for records
requested to be permanently retumed to the customer agency, Permanent withdrawals of

" FY 2013 JAA—Texms and Conditions Page 5




an entire record group or records serles are billed to the customer agency s & project
using labor and material costs,

8. Reference

(1) The customer agency may submit referance requests using ARCIS, an Optional Form 11
(OF 11), or other NARA-approved forms, The preferred mathod of submitting reference
requests is electronjcally through ARCIS. Otier aceeptable methods of transmittal include
but are not limited to mail through the United States Postal Service, express delivery
sarvices, fax, agency courier, or telephone, Additional guidance on submitting reference
requests is available from each NARA Federal Records Center.

(2} When submitting reference requests, the oustomer agency must provide the NARA
Federal Records Center with sufficient information to looate the tecords, Additional

guldance on submitting reference requests is available from each NARA Faderal Records
Center,

(3) When servicing referenco requests, NARA Federal Records Center staff may annotate
each requested folder with an ARCIS barcode, the fransfer number, the box number, and
the NARA Federal Records Center shelf location number, This will facilitate refiling the
folder at a Jater date,

(4) Routine referance requests will be serviced within one business day of receipt by the
NARA Federal Records Center. Requests for extremely low-reference records stored on
pallets are typically serviced within two weeks, but exceptions can be negotiated on &
cage-by-case basls,

(3) Emergency reference requests will be serviced on an expedited basis (same day or less
than one business day turnaround) for an additional fee. The detarmination that a
reference request qualifies as an emergency will be made solely by the customer agency,
but if the customer agency designates & request as an emergency, it must be willing to pick
up the requested items within one business day or pay for overnight delivery service, For
an additlonal fee, NARA staff will also accommodate the customer agency by reading
portions of a file over the telephone, scanning portions of & file and transmitting the
scanned image as an email attachment, or sending via fax certain portions of a fils to the
customer agensy,

(6) After-hours emergency reference requests will be serviced for an additional fee. After-
hours requests for non-publicly available records must be made by the customer agency®s
records officer or designee.

(7) NARA will ship routine reference requests to the eustomer agency via USPS PRirst Class
service or via UPS or FedEx Ground Service, For billing purposes, a shippiog and
handling fee js added based on the weight of the records being delivered. Other delivery
methods, such as couriers and overnight delivery, inour additional charges,

(8) Upon request, NARA will provide on-site office space at each of its NARA Federal
Records Centers for customer agency personnel or ofher anthorlzed individoals to review
any records the customer agoncy hes retived fo that Pederal Records Center. Appointments
mey be required,

" FY 2013 IAA—Torms and Conditions Page 6



-

(9} For requests that cannot be serviced without corrective aotion, NARA will contact the
customer agency to resolve the problem. The customer agency must provide a point of
oontact, including a current telephone number, on all reference requests it submits to the
NARA Federal Records Centers.

(10) Por billing purposes, & reference fee is applled per request. A separate reference fee is
assigned to classified records, Emergency reference requests inour an additional charge,

f. Refiles and Interfiles

(1) Acceptable methods of submitting refiles and interfiles include but are not limited to
ARCIS, mail through the Unitod States Postal Service, express delivery service, or courier,
Special guidance for the shipping and handling of ¢lassified records may be obtained from
sach NARA Federa! Records Center.

(2) When submitting refiles, the customer agency should ensure that the records being
returned to the NARA Federal Records Center for refiling remain in ihe same file folder
that was previously recalled from the NARA Pederal Records Center. In these cases, the
folder will already be annotated with sufficient information 1o perform the refile (see
paragraph IILB.L.e.(3) above). If the records to be refiled have been placed in new folders,
the customer agency must provide the NARA Federal Records Center with sufficient
information to perform the refile. Additional guidance on submitting refiles is available
from each NARA Federa) Records Center,

(3) When submitting intenfiles, the customer agency must provide the NARA Federal Records
Center with sufficient information to perform the interfife. This information may be
transmitted informally by attaching s paper transmittal to each doovment or set of
documents to be fnterfiled into a speoific folder. Additional information on submitting
interflles |3 nvailable from each NARA. Federal Records Center,

(4) NARA will refile records within five business days of recsipt and interfife records within
ten business days of receipt,

(5) For refiles and interfiles that oannot be serviced without corrective action, NARA will
contact the customer agensy to resolve the problen:, The custorner agency must provide a
point of contact, inoluding a ourrent telephone number, with all refiles and Interfiles it
submits to the NARA Federal Records Centers.

{6) For billing purposes, & refile or interfile fee is appled per refile or interfils. A separate
refile or interfile fee iz assigned to elassified records.
g. Photocopies

. (1) When directed by the customer agency, a NARA Federal Records Center will make
photocopies of customer agency records within one business day of receipt of the request,

{2) When directed by the customer agency, a NARA Federal Records Center wi! make

photocopies of SF 1355 and other customer agency doeuments within five business days
of receipt of the request.
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(3) For billing purposes, a photocopy fes is applied per phiotocopied page.

h Quality Assurance

(1) NARA will continuously end thoroughly review its Federal Records Centers Program

operations to ensure that ths highest quality service is being delivered,

{2) All reference requests that are determined by NARA stefF to be unserviceable will be
reviewed by NARA within one business day of the initial searoh to determine the
appropriate corrective action,

i, Customer Orientation Services

(1) On a semi-annua) basis, each NARA Federal Records Center will offer at least one
workshop highlighting services offered by the NARA Pederal Records Center. Customer
agency personne] may attend these workshops free of oharge. These workshops will
usually be conducted on the premises of the NARA Federal Records Center.

{2) NARA will continue to offer free 4RCIS nraining for customer agencies interested in using
this system to submit transactions eleotronically,

(3) NARA will continue to distribute technioal reference materials to customer agency
personnel free of chargs,

j. Archives and Records Centers Information System (4RCIS)

(1) ARCIS is a new web-based system that serves as the online portal theough which oustomer
agencies conduct business with the NARA Federal Records Centers, Customer agency
personne| are encouraged to use ARCIS, but will bs permitted to continue to conduet
business with NARA Federal Records Centets using other approved methods, such as
matl, fax, telephone, and email, listed in Sections IN.B.1,8 through OLB.1.g,

(2) When prompted by NARA, the customer agency will designate an ARCIS Point of Contact
(POC), whose role will be to assist NARA in creating and maintaining individual user
accounts for the customer agency, including setting rights and responsibilities for
conducting fransactions in ARCIS.

(3) ARCIS is an intuitive, web-based system that does not require the customer agency to
install software or other executable programs. NARA will support the use of ARCIS by
providing online webinars, tutorials, PAQs, and manvals and will maintain a help desk
that can be reached via telephone or email, NARA will also provide customer-specific
training where warranted, including training on use of the new User Administration and
Records Transfers modules and the new acoes s-control functionality.

k. Electronic Specialty Services and Reimbursable Records Management Services

(1) NARA will provide other specialty services to the customer agency as required. These
servioes may include but are not limited to scanning, data migyation, electronic servicing
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of records, records consolidation, records management consulting and essistance, and
ofher services that may be desired and avallable.

2, Special Services: This section specifies procedures for the retirement and servicing of the

castomer agency’s officlal personnel folders (OPFs) at the National Personnel Records Center

{NPRC).
. The customer agency will:

(1) Transfer OPFs of separated employees to the NPRC (Civilian Personne] Records Branch)
as soon s possible after separation, ensuring thut the file is complete,

(2) Ensure that each OPF is labeled in the upper right corner to identify the employes by name
(Jast name first), date of birth, and Soclal Security number only.

(3) Make every effort to locats all long-term documents required in the OPF and to file them
before the folder is transforred, Temporary records must be removed from the folders
before transmittal,

(4) Transmit all OPFs to the NPRC in sealed envelopes or containers. No advance notification
or transmittal documents are required.

(5) Forward immediately to the NPRC any long-tarm documents essential for filing in ;m OPP
that may be found afier the OPF has been transferred to the NPRC, A cover Jetter must
. accompany loose documents forwarded for interfiling, and eash document must contaln
the former employee’s current name (and name under which formerly employed, if
different), date of birth, Soclal Security nuaber, and date of separation.

{6) Submit a Standard Form 127, Request for Official Personnel Folder (separated
erployees), in duplicate when requesting the retum of OPFs of separated employees,

(7) Be responsible for all costs associated with the transfer of OPFs to the NPRC and with the
customer agency’s requests for OPFs from the NPRC.

b. The NPRC will:

(1) Receive, store, and service OFFs of employees separated from service with the customer
agency,

(2) Provide official transeripts of service and nonmal reference service to designated officials
of the customer agency.

(3) Arrange for the destruction of records according to disposal schedules approved by the
customer agenoy.,

IV, LOCAL AGREEMENTS [Reserved. These agreements may be attached or referenced here, Sce
also Article I, COVERAGL,)

V. RATES
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A, Rates for Storage end Services are listed in Attachment C.

All storags rafes are expressed as a monthly value per cubic foot.

A transfer processing fee is applied to each customer agenoy fransfor.

Separate rates are applied for the storage and servioing of classified rocords.

Separate rates are applied for the storage of rextual environmentally controlled records,
Separate rates are applied for the starage of non-textual envivonmentally controiled records.
Separats rates are applied for the storage and servicing of Electronic Records Vault records,
Separate rates are applied to selected records requiring specialized services, If applicable, the
specialized services are detailed in Section UL.B,2, and separate rates are detaited in Section V.B.
Separate rates are applied for shipping and handiing,

Separate rates are applied to specialized shipping and handling involving emergency reference
and transmission of materlal to the customer agency via fax, telephone, scanning, and the pick-
up service provided by the WNRC truck fleet,

10. Additional chatges may be levied for the destruction of non-textual material,

11, Additional chaiges may be levied for negotiated project-typs work involving scanning
services, Fast Pack services, permanent withdrawals over 25 cubic feet, and other activities,

-

N

© 90

B. Special Services [Reserved)
C. Adjustments

1. Rates may be adjusted or supplemertal billings effocted to reflect the actual costs of services
provided,

VI. BILLING

A. NARA will bill the customer agency ou a monthly basis. In order to comply with OMB
requirements, NARA may process & monthly invoice that consists of a current-month estimate for
storage and services, a reversal of the prior month’s estimate for storage and services, and the
charges for the prior month’s actual storage and services.

B, The storage-charge component of the invoice will be based on the total number of cubic feet that
the custorer agency has in NARA-provided storage on the last dusiness day of each month, as
reflected in the 4RCIS inventory of the agency’s holdings on that date, The monthly storage charge
will be computed by muktiplying the holdings figwre (according to the record typs) by the rate
listed in Attachment C.

C. The service-charge component of the invoice will be based on the volume of service provided
{according to the record type) multiplied by the appropriate rate in Attachment C.
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D. WARA billings are processed hy the Burean of Public Debt, Requests for payment shal] be made
mouthly via the Intra-government Payment and Collection (IPAC) system In accordance with
Treasury Financial Manual Bulletin 2007-03, Federal agencies that do not wish to use the IPAC
systom for payment must obtain written approval from the Department of the Treasury, Financial
Management Service (FMS) [TPM 2007-03 Attachment 1, IILG.].

E. The NARA billing will be supported by documentation that will be forwarded to the address
provided above, Questions regarding invoices should be directed to the customer HEENCY’s account
manager ot NARA, The account manager’s name, address, telephone number, and emal! address
will be provided on every Invoice.

F. Payments are due upon receipt of Invoice. If invoices are not paid within 30 days, NARA may
impose additional fees to recaver the costs assoclated with the delinquency or may suspend
services until payiment is received,

G. Additional terms and conditions apply for customer agencies that have elected to receive a
straiffled bllling.

H. Customer agencies retain legal custody of temporary records retired to a NARA Faderal Records
Center, The customer agency retains responsibility for any storage and service charges for the
records, regardless of any internal restructuring within the customer agency. Should an agency
desire to transfer legal custody of any portion of its records to another agency’s legal custody, the
agency relinquishing custody agrees to retain financial responsibility for the records until all
details of the transfer have been worked out with NARA,

VI AUTHORITY

For tomporary and permanent records: 44 USC §2901 note, (Public Law 106-58)
NARA Revolving Fund Authority

For aceessioned records: 31USC §15335, the Economy Act (For NARA use ONLY)
AGENCY DOCUMENTS FOR THE STORAGE AND SERVICING OF TEMPORARY OR
PERMANENT RECORDS THAT CITE THE ECONOMY ACT WILL BE RETURNED FOR
CORRECTION,

VIII. APPROVALS

For NARA,
DAVID WEINBERG Date
Birector

Federal Records Center Program

For: U‘.m?cr Product Safety Commission _
' el %’pfa_
7

DONNA HUTTON Dhte
CPSC Contracting Officer
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Attachment A-—Definitions of Terms Used Throughout This Document

Accession(ing):  The process of moving Federal records from the legal custody of the customer
agency to the legal custedy of the National Archives of the United States.

Federal records, as defined in 44 U.S.C. 3301, that are stored in the NARA
Federal Records Centers while remaining in the legal custody of the customer
agency, include the following types of records:

a. Scheduled temporary records—records described on a NARA-approved
Standard Form 115 as having insufficient value to warrant their preservation in
the National Archives of the United States.

b. Scheduled permanent records—records that have been determined by
NARA to have sufficient value to warrant their preservation in the National
Archives of the United States. (Note: Reimbursable charges apply only so long
as the records remain in the legal custody of the customer agency.)

¢. Unscheduled records—records that lack a NARA-approved disposition
authority.

d. Vital records—records that are needed to meet operational responsibilities
in emergency conditions or to protect the legal and financial rights of the
Government and its customers.

After-hours This term refers to the servicing of a customer agency’s reference request
Emergency during hours when a NARA Federal Records Center is not open for business,
Reference: such as at night or during a weekend or holiday. After-hours requests for non-

publicly available records must be made by the customer agency’s records
officer or designee, who must be willing to pick up the records at the NARA
Federal Records Center.

ARCIS: The Archives and Records Center Information System, a web-based
application replacing legacy systems such as NARS-5 and CIPS. Customer
agencies may use ARCIS to conduct business transactions such as reference
requests and records transfers online. System requirements include only a web
browser and Internet access.

Business Day: The standard upon which NARA measures its turnaround time for providing
services to the customer agency. It constitutes a consecutive 24-hour period
that excludes weekends and Federal holidays. The NARA standard for
servicing routine reference requests is cited in this agreement as being “within
one business day of receipt.” This means routine reference requests received
by NARA on 2 Monday (not a holiday) will be serviced and in transit to the
customer agency no later than the following day, Tuesday (not a holiday).
Routine reference requests received on a Friday (not a2 holiday) will be
serviced and in transit to the customer agency no later than the following
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Classified:

Disposal:

Disposition:

Electronic

Records Vaault:

Emergency
Reference:

Interfile:

Monday (not a holiday).

Records of information requiring, in the interests of national security or for the
protection of individuals, safeguards against unanthorized access,

(1) The process of removing records from the physical custody of a NARA
Federal Records Center and ensuring that they are efficiently destroyed in
accordance with Federal regulations. The process includes all operations
involved in verifying disposal authorities, calculating disposal dates, and
notifying the customer agency in advance. Administrative functions include
soliciting bids for the sale of wastepaper, administering contracts with private
sector wastepaper or other recycling organizations, and maintaining required
statistical data including a computerized history report documenting all
disposal activity at the transfer level. It also involves the physical removal of
records from NARA records center shelves, the shipment of records to a
disposal contractor, and, in some cases, the witnessing of the destruction.

(2) The term “dispasal® is also commonly used to describe a transfer that is
eligible for destruction. Records become eligible for destruction in accordance
with NARA-appraved records disposition schedules and on receipt by NARA
of written concurrence from the customer agency.

Records disposition covers three types of services whereby custorner agency
records are removed from the physical custody of a NARA Federal Records
Center: the disposal of temparary records, the permanent withdrawal of
records back to the customer agency, and the accessioning of permanent
records into the National Archives of the United States.

A records storage area designed to hold electronic media, such as tapes,
compact discs, etc., with specially designed racks and a non-aqueous fire-
suppression system,

This term refers to the same-day servicing of and immediate response to (via
telephone, fax, or overnight shipping) a customer agency’s reference request.
The criteria for determining that a reference request requires emergency
servicing will lie solely with the customer agency. If the customer agency
requires overnight shipping of records, the customer agency will provide
NARA with an account number at an express carrier (such as FedEx or UPS).
The shipping charges will be billed to that account.

(1} The process of adding new documents to an existing folder that has already
been transferred to a NARA Federal Records Center. The process requires the
customer agency to provide the NARA Federal Records Center with sufficient
information to perform the interfile. At a minimum, this will include the
transfer number, the box number, and the folder name or number. This
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Non-Textual
Environ-
mentally
Controlled:

Notice of
Eligibility to
Destroy Records
(NA Form
130061):

Permanent
Withdrawal:

Processing Fee:

Refile:
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information may be transmitted informally by attaching a paper transmittal to
each document or set of documents to be interfiled in a specific folder.

(2) The term “interfile” is also commonly used as 2 noun to describe a new
document or set of documents that a customer agency has submitted to NARA
to be added to an existing folder that is already stored at a NARA Federal
Records Center.

Records of information, maintained in a format other than paper, that require
temperature and climate controls.

This notice will be sent to an individual designated by the customer agency to
alert that individual that a transfer will soon be eligible for disposal. The
notice will be sent at least 90 calendar days prior to the scheduled disposal
date. In accordance with NARA policy and procedures, the records will be
destroyed within 90 days from the scheduled disposal date or from receipt of
the written concurrence of the agency having legal custody of the records,
whichever comes later. If the customer agency official does not concur with
the notice, the official may request an extension of the retention period by
providing a wrilten justification (including a proposed new disposal date) to
the director of the NARA Federal Records Center indicated on the notice.

The process of a customer agency permanently recalling a whole box or set of
boxes from the physical custody of a NARA Federal Records Center back to
the physical custody of the customer agency.

Charge incurred by the customer agency for each transfer submitted to a
NARA Federal Records Center. The fee covers the review of paperwork for
compliance with current records control schedules, verification of disposal
authorities and disposal dates, assigning of space with the NARA facility, and
updating ARCIS. Correction of minor deficiencies is also included.

(1) The process of returning folders that had previously been recalled from a
transfer stored in a NARA Federal Records Center. The process includes
placing the folders back into their original places within a transfer. When
submitting refiles, the customer agency must ensure that the records being
returned to the NARA Federal Records Center for refiling remain in the same
file folders that were previously recalled from the NARA records center. In
these cases, the folders will already be annotated with sufficient information to
perform the refile (see paragraph I11.B.1.e.(3) of the Terms and Conditions), If
the records to be refiled have been placed in new folders, the customer agency
must provide the NARA Federal Records Center with sufficient information to
perform the refile. At a minimum, this will include the transfer number, box
number, and folder name or number,

(2) The term “refile” is also commonly used as a noun to describe a folder that
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had previously been recalled from a transfer stored in a NARA Federal
Records Center, and that is currently in the process of being placed back into
its original place within the transfer.

The process of receiving (from the customer agency) requests for records,
searching for the requested items, pulling the requested items, replacing the
items with charge-out documents, and shipping the requested items back o the
customer agency. [n instances where a requested item is not found, the process
also includes responding to the customer agency with an explanation and
working with the customer agency to take corrective action.

Selected Federal records cannot be serviced in the same manner as other
Federal records. Records identified as specialized are detailed in the
interagency agreement. Examples of records requiring specialized services are
tax returns and personnel-related records.

The process of returning requested materials to a customer agency through the
use of telephone, fax, scanning, or Metro Courier. The process also includes
the pickup of new transfers via the truck fleet at the WNRC.

The form used to initiate and document the transfer of records to a NARA
Federal Records Center, The form is submitted to a NARA Federal Records
Center prior to the shipment of records, NARA records center staff review the
form and return it to the customer with a transfer number assigned to it or
other indication of approval to ship the records. The customer agency may
maintain a detailed box listing or other index to records that have been
transferred to a NARA Federal Records Center. NARA does not require its
customer agerncies to submit these attachments (except when the records are
permanent or unscheduled) when requesting to transfer records to a NARA
Federal Records Center for storage. However, NARA encourages its customer
agencies 1o include these materials in the first box of the transfer to which they
pertain. This enables customer agencies to reference an off-site backup copy

. should the original listing be misplaced.

The term used to describe billing that is detailed below the record group level,

Records of information, maintained in paper format, that require temperature
and climate controls.

(1) As a verb: To move records from the physical custody of the customer
agency to the physical custody of a NARA Federal Records Center. The
process (formerly known as “accessioning”™) includes all operations involved
in arranging for the most efficient transfer of the records and in gaining
knowledge about their contents. It also encompasses control over center shelf
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space and the maintenance of related documentation.

(2) As a noun: A set of a records belonging to a single records series and
sharing the same inclusive dates, which has been retired to a NARA Federal
Records Center as a unit through the process described above, It is at this leve]
that records are tracked by NARA throughout the remainder of their lifecycle.
There is no limit on the maximum size of the unit, but at a minimum, it must
always consist of at Jeast one cubic foot of records. Some NARA Federal
Records Centers may request that the customer agency restrict the maximum
size of their transfers to a predetermined level that is acceptable to both the
customer agency and the NARA Federal Records Center that wiil receive the
transfers.

{3) The term “transfer” is also used to refer to the moving of records from the
legal custody of the customer agency to the legal custody of the National
Archives of the United States. This process (also known as “accessioning”) is
now initiated via the creation of a Transfer Request in the Electronic Records
Archives (ERA).

Transship: To move records from the physical custody of one NARA Federal Records
Center to the physical custody of another NARA Federal Records Center.

Unscheduled Agency records that lack a NARA-approved disposition authority.
Records:
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Attachment B—Geographic Areas Served by Each NARA Federal Records Center
(The current address for each facility can be found on the following pages.)

STATE NARA FEDERAL RECORDS STATE NARA FEDERAL RECORDS
CENTER CENTER
Alabama NARA Federal Records Center~Atlanta Montana USFS {RG 095) records are retired to the NARA
Federal Records Center-Seattle. All other materials
are retired to the NARA Federal Records Center—
Denver.
Alaska NARA Federal Records Center—Anchorage (pre- Nebraska NARA Federal Records Center~Lenexa
archival records)
NARA Federal Records Center-Seattie {all other)
Arizona NARA Federal Records Center-Riverside Nevada NARA Federal Records Center-San Francisco
(except Clark County)
Nevada WNARA Federal Records Center-Riverside
{Clark County)
Arkansas NARA Federal Records Center—Fort Worth New Hampshire NARA Federal Records Center-Boston
California (Northern) NARA Federal Records Center—San Francisco New Jersey NARA Federal Records Center-Lee’s Summit
California (Southern) NARA Federal Records Center-Riverside
Colorado NARA Federal Records Center-Denver New Mexico NARA Federal Records Center-Denver
Connecticut NARA Federal Records Center—Boston New York NARA Federal Records Center—Lee's Summit

Detaware

NARA Federal Records Center—Philadelphia

North Carolina

NARA Recards Center—Atlanta

District of Colymbia Washingion National Records Center North Dakota NARA Records Center—Denver

Florida NARA Federal Records Center—Atlanta Ohio District Court and Court of Appeals records are retired
to the NARA Federal Records Center—Chicago, All
other materials are retired to the NARA Federal
Records Center—Dayton.

Georgia NARA Federal Records Center—Atlanta QOklahoma NARA Federal Records Center-Fort Worth

Hawaii & Pacific Octan | NARA Federa! Records Center-San Francisco Oregon NARA Federal Records Center—Seattle

Area [US Courts (RG21), DOJ (RGs 60, 85, 118,170, etc.),

Govemnment of American Samoa (RG 284)]

Hawaii & Pacific Ocean
Area

NARA, Federal Records Center-Seattle
{ail other agencies]

Pennsylvania

MNARA Federal Records Center—Philadelphia

Idaho NARA Federal Records Center-Seattie Puerte Rico NARA Federal Records Center—Lee's Summit
* Ilinois NARA Federal Records Center~Chicago Rhode Island NARA Federal Records Center-Boston

Indiana District Court and Bankruptcy Court records are South Carolina NARA Federal Records Center—Atlenta

retired to the NARA Federal Records Center—

Chicago. All other materials are retired to the NARA

Federal Records Center-Dayton.
fowa NARA Federal Records Center-Lenexa South Dakota NARA Federal Records Center=Denvey
Kansas NARA Federal Records Cenater-Lenexa Tennessee NARA Federal Recards Center-Atlanta
Kentucky NARA Federal Records Center—Atiants Texas NARA Federal Records Center-Fort Warth
Louisiana NARA Federal Records Center-Fort Worth Utah NARA Federal Records Center-Denver
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STATE NARA FEDERAL RECORDS STATE NARA FEDERAL RECORDS
CENTER CENTER

Maine NARA Federal Records Center—Boston Verntont NARA Federal Records Center~-Boston

Maryland District and Bankruptcy Court records are retired to Yirginia District and Bankruptey Court records are retired to
the NARA Federal Records Center~Philadelphia, All the NARA Federal Records Center—Philadelphia, Al)
other materials are retired to the Washington other materials are retired to the Washington National
National Records Center. Records Center.

Massachuselis NARA Federal Records Center—Boston Virgin Islands NARA Federal Records Center-Lee’s Summit

Michigan District Court and Bankruptey Court records are Washington NARA Federal Records Cenier—Seattle
retired 1o the NARA Federal Records Center—
Chicago. All other materials are retired to the NARA
Federal Records Center~Dayton.

Minnesota NARA Federal Records Center-Chicago West Virginia District and Bankruptcy Court records are retired to
the NARA Federal Records Center~Philadelphia, All
other materials are retired to the Washington Nationa)
Records Center,

Mississippi NARA Federal Records Center-Atlanta Wisconsin NARA Federal Records Center-Chicago

Missouri NARA Federal Records Center-Lenexa Wyoming NARA Federal Records CenterDenver

FY 2013 JAA—Attachment B

Page B-2




NARA Federal Records Center-Atlanta
4712 Southpark Blvd.
Eilenwood, GA 30294

Robert Williams (Acting)
(404) 736-2851
robert. williams@nara.gov

(404) 763-2922

NARA Federal Recards Center~Boston

Paul Palermo

{781} 663-0154

Dayton, OH 435439

chioereed@nara gov

380 Trapelo Road {781) 663-0139

Waltham, MA 02452 paul.palermo@nara.gov

NARA Federal Records Center-Chicago Pamela Wegner (773) 948-9059
7358 Pulaski Road {173) 9489007

Chicago, IL 60629 pamela.wegner@nara.gov

NARA Fedcral Records Center-Dayton Chloe (Rena’) Reed (937) 425-0640
3150 Springboro Road, Bldg 4 (937) 425-0661

NARA Federzal Records Center-Denver Samantha Wade (Acting} (303) 407-3704
17101 Huron St (303) 407-5762

Broomfield, CO 80515 samantha, wade@nara.gov

NARA Federal Records Center-Fort Worth Darin Cote (817) 551-2009
1400 John Burgess Drive (817) 551-2002

Fort Worth, Texas 76140 darin.cote@rnara. gov

NARA Federal Records Center—Kingsridge
8801 Kingsridge Drive
Miamisburg, OH 454358

Lloyd (Miteh) Mitchell
(937) 425-0601
lloyd.mitchell@nara.gov

(937) 425-0650

NARA Federal Records Center-Lee's Summit

Sean Murphy

(816) 268-8160

200 Space Center Drive (816) 268-8149

Lee's Summit, MO 64064 sean.murphy@nara.gov

NARA Records Center-Lenexz Rose Parisse (Acting)

17501 W. 98" Street (913) 563-7603 {913} 825-7822
Lenexa, KS 66219 rose.parissc@nara.gov

NARA Records Center—Philadelphia
14700 Towmsend Road
Philadelphia, PA 19154

Aaron Swann
(2153 305-2011
2AroN.SWann@nara.gov

{215) 606-0116

INARA Federal Records Center—Pittsfield Edmund Kelly (413) 236-3609
10 Conte Drive (413) 236-3610

Piusfieid, MA 01201 cdmund.kelly@nara.gov

NARA Federnl Records Center—Riverside Michaet Kreteh (951) 956-2069
23123 Cajalco Road (951)956-2015

Peris, CA 92572 michael kretch@nara.gov

NARA Federal Records Center-San Francisco
1000 Commeodore Aveniue
San Bruno, CA 94066

Patricia Bailey
(650) 238-3471
patricia.bailey@nara.gov

(650) 238-3511
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NARA Federal Records Center-Scattic
6125 Sand Point Way N,E.
Seattle, WA 328115

Steven Ourada
{206) 336-5143
steven, gurada@nara. gov

(206) 336-5112

National Personnel Records Center
] Archives Drive
St. Louis, MO 63138-1002

Kevin Pratt

Assistant Director for Military
Personnel Records

{314) 801-0582
kevin.pratt@nara.gov

(314) 8019195

National Personnel Records Center Annex
1411 Boulder Boulevard
Valmeyer, 1L 62295-2603

Kimberly Gentile

Assistant Director for Civilian
Personnel Records

{314) 801-9221
kimberly.gentile@nara.gov

(314) 801-9249

Washington National Records Center
4205 Suitland Road
Suitland, MD 20746-8001

Chris Pinkney (Acting)
(301} 778-1511
christopher.pinkney@nara.gov

{3011 7781621
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Attachment D—Security of Systems Handling and Protection of Personally
Identifiable Information

(a) Applicability.

This clause applies to all personally identifiable information, as defined in Section B,
regardless of the medium in which it is found, and includes paper records.

(b) Definitions. As used in this clause:

“Breach” means the loss of control, compromise, unauthorized disclosure, unauthorized
acquisition, unauthorized access, or any similar situation where persons other than
authorized users, and for other than authorized purpose, have access or potential access to
personally identifiable information, in usable form whether physical or electronic.

“Personally identifiable information (PII)” means any information that permits the
identity of an individual to be directly or indirectly inferred, including any other
information that is linked or linkable to that individual regardless of whether the
individual is a citizen of the United States, legal permanent resident, or a visifor to the
United States. Examples of PII include the following:

(1) Name

(2) Date of birth

(3) Mailing address

(4)  Telephone number

(5)  Social Security number

{6) E-mail address

(7  Zipcode

(8) Account numbers

(9)  Certificate/license numbers

(10)  Vehicle identifiers including license plates

(11)  Uniform resowrce locators (URLs)

(12) Internet protocol addresses

(13) Biometric identifiers (e.g., fingerprints)

(14) Photographic facial images

(15) Any other unique identifying number or characteristic

(16) Any information where it is reasonably foreseeable that the information
will be linked with other information to identify the individual

“Sensitive personally identifiable information (sensitive PII)” means a subset of P11,

which if lost, compromised or disclosed without authorization, could result in substantial
harm, embarrassment, inconvenience, or unfairness to an individual, i.e.:
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(1) Complete Social Security numbers, alien registration numbers (A-numbers)
and biometric identifiers (such as fingerprints, voiceprints, or iris scans) are considered
sensitive PII even if they are not coupled with additional PII.

(2) Additional examples include any grouping of information that contains an
individual’s name or other unique identifier plus one or more of the following elements:

(i) Driver’s license number, passport number, or
truncated social security number (such as last 4 digits);

(ii) Date of birth (month, day, and year);

(iii) Citizenship or imunigration status;

{iv) Financial information such as account numbers or
electronic funds transfer information;

(v) Medical information; and/or

(vi) System authentication information such as
mother’s maiden name, account passwords, or
personal identification numbers.

(3) Other PII may be “sensitive” depending on its context, such as a list of
employees with less than satisfactory performance ratings or an unlisted home address or
phone number. In contrast, a business card or public telephone directory of agency
employees contains PII, but it is not sensitive.

(c) Identification of PII

(1) It is the originating agency’s responsibility to identify, on the SF 135, records
that contain sensitive PII. Agencies should use the “Restrictions” box G and the “Series
Description” box to indicate this information. If an SF 135 is not used, than it remains the
originating agency’s obligation to notify NARA, in writing, that the records covered by
the agreement contain sensitive PIL.

(2) Ifthere is no notification that the records contain sensitive PII or other
restrictions, NARA will treat the records as unrestricted and assume no responsibility for
any mishandling resulting from a failure to identify the records as containing sensitive

PIL
(d) Data Security.

(1) NARA will physically or electronically secure sensitive PII when not in use
and/or under the control of an authorized individual, and when in transit, to prevent
unauthorized access or loss.

(2) When sensitive P11 is no longer needed or required to be retained under

applicable Government records retention policies, it will be destroyed, through means
that will make the sensitive PII irretrievable.

FY 2013 IAA—Attachment D Page D-2



(¢) Systems Security.

(1) In performing its duties related to management, operation, and/or access of
systems containing PII under this contract, NARA, its employees, and its contractors
shall comply with all applicable security requirements and rules of conduct applicable to
the agency’s systems as described in:

a) NARA Directive 1608;

b) NARA Notice 2010-045;

¢) NARA Penalty Guide (Personnel 300, Appendix 752A — Penalty
Guide); and

d) NARA’s Media Protection Methodology.

(2) All laptops used in performing this work will meet NARA security standards,
inctuding use of NIST Federal Information Processing Standard (FIPS) 140-2 validated
(or its successor) encryption technology.

(3) Removable media, such as hard drives, flash drives, devices with flash
memory, CDs, and floppy disks containing sensitive PII, shall not be removed from a
Government facility unless they are encrypted using a NIST FIPS 140-2 or successor
approved product.

(4) When no longer needed, all removable media, hard drives, and flash memory
shall be destroyed in accordance with Government security requirements identified in
NARA’s Media Protection Methodology.

(5) All sensitive PII obtained under this agreement shall be removed from
NARA-owned information technology assets upon termination of the agreement.

Removal will be accomplished in accordance with NARA’s Media Protection
Methodology.

(6) Back up of any systems or files containing PII shall be treated in the same
manner as the original data containing PII, with the same protections and obligations.

(7) NARA will use FIPS 140-2 (or successor) encryption of any sensitive PII
when transmitted electronically across the Internet or other public works.

(f) Breach Notification.

(1) Inthe event of any actual or suspected breach of sensitive PII, NARA shall
report the breach to the originating agency for appropriate action.
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(2) The originating agency is responsible for any subsequent necessary
notifications required by the agency’s or Office of Management Budget’s policies after
the originating agency is informed of a breach.
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