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U.S. Consumer Product Safety Commission
PRIVACY THREAT ANALYSIS/PRIVACY IMPACT ASSESSMENT

Name of Application/System:

Monster Government Solutions (Hiring Management Enterprise)

Office/Directorate:

Office of Human Resources Management (EXRM)

Date: |5/11/2022

A. CONTACT INFORMATION

Person completing PTA/PIA:
(Name, title, organization)

C. Borghi, Privacy Officer, Information and Technology Services (EXIT)

System Owner:
(Name, title, organization)

Donna Simpson, Director, EXRM

System Manager/Technical POC:
(Name, title, organization)

Beth Schwab, Supervisory HR Specialist, EXRM
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Asst. General Counsel for FOIA, Records and Privacy
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Senior Agency Official for Privacy (SAOP)
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C. SYSTEM OF RECORDS NOTICE

1. Will the system or application maintain records that contain information about

individuals?

Yes @

2. Will the system or application allow records to be retrieved by a personal identifier*? Yes IE

3. Will the records that will be maintained by the system or application be considered a Yes IE

new collection of records?

If the answer to 1, 2, and 3 above is “Yes,” then the system requires a System of Records Notice (SORN).

No|:|
No|:|

No|:|

o

v
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* A personal identifier might include an individual’s name, address, email address, telephone number, social security number,
photograph, biometric information, or any other unique identifier that can be linked to an individual.

D. PRIVACY THRESHOLD ANALYSIS (PTA)

1. Will the information system, application, or data set be used to collect, store, or
: System, app : Yes[[] No[ ]
transmit personally identifiable information?

2. Has a Privacy Impact Assessment ever been performed for the information system or
A Frivacy fmp P y Yes[ | No[O]
application?
3. Is there a Privacy Act System of Records Notice (SORN) for this information system or
ore 2 Privacy ActSy (SORN) v Yes[d] No[ ]
application?

If any of the answers to question 1-3 are “Yes” then complete the Privacy Impact Assessment section (F) of this document.
If answers to questions 1-3 are all “No” then a Privacy Impact Assessment is not needed. Please complete the section (E)
below, sign form, and return to the CPSC Privacy Officer.

E. OMISSION OF A PRIVACY IMPACT ASSESSMENT (PIA)

Briefly describe the system and provide a N/A
supporting statement that explains why the PIA
is not needed.

F. PRIVACY IMPACT ASSESSMENT (PIA)

1. Generally describe the type of information Monster Government Solutions (MGS) manufactures and operates the Monster

that will be collected, stored, or transmitted. |Hiring Management Enterprise (MHME) software suite. This Cloud Service
Offering (CSO) is a Software as a Service (SaaS) federal staffing system, providing
web-accessed solutions to federal government agencies to create, post, and
process applications for federal employment vacancies and on-board selected
applicants.

MHME processes approximately 4.5 million applications for federal employment
annually. Information processed, transmitted, and stored by MHME includes all
data that government agency Human Resources staff are required to publish for
purposes of federal hiring, including job vacancy announcements, position
descriptions, position requirements and necessary qualifications, applicant
eligibility questions, and other employment related data. MHME also processes,
transmits, and stores all information required to be collected from Job Seekers
(also known as “applicants” or “candidates”) applying to federal vacancies,

including resumes, employment and educational records, contact information
(home addreccses nhane niimhers and email addrecces) and cnrial ceciiritv
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2.

What categories of individuals are covered
in the system? (public, employees,
contractors)

Public and employees that apply to CPSC job postings

G. SYSTEM DATA

3. Isthe Pll collected verified for accuracy? Individuals self enter Pl information. Information is verified on a selectee after
Why or why not? the information is transferred to FPPS.

4. Isthe Pll current? How is this determined? | ¢ rent as of date of application

5. Who will be responsible for protecting the Staff in the Office of Human Resources and hiring officials (supervisors within
privacy of the individuals whose Pl is CPSC) are responsible for protecting the privacy of the individuals whose Pll is
collected, maintained, or shared on the collected and maintained in the Monster system. Policies for protecting PIl have
system? Have policies and/or procedures been established. A Privacy Act statement is provided when authorized users
been established for this responsibility and  |access the system.
accountability?

6. Isthere a process for individuals to have Individuals may update their data through their own account. HR users may
inaccurate PIl that is maintained by the update at individuals request, such as an address change.
system corrected or amended, as
appropriate?

7. s the source of the information from the

individual or is it taken from another
source? If not directly from individual, then
what other source?

The source of information in the Monster system is from individual job applicants
and data from their USAJobs account.

H. MAINTENANCE AND ADMINISTRATIVE CONTROLS

8.

What opportunities do individuals have to
decline to provide information or to consent
to particular uses of the information?

Providing information is voluntary however, if an applicant elects not to provide
information there application my not be considered. The Privacy Act Statement is
provided in USAJobs.
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9. Do other systems that interconnect to the Interfaces with USAJObs and Interior Business Center's Workforce Transformation
system share, transmit, or access the Pll in Tracking System (WTTS). It transmits selectee data only to our Federal Personnel
the system? If yes, explain the purpose for  |and Payroll System (FPPS).
system to system transmission, access, or
sharing of PII.

10. What involvement will contractors have with |\;onster Government Solution performs the maintenance and operations of the

the design and maintenance of the system? |system. Yes.
Has a contractor confidentiality agreement
or a Non-Disclosure Agreement (NDA) been
developed for contractors who work on the
system?

11. What are the retention periods of Pl for this Monster Government Solutions is responsible for the retention period. The
system? Under what guidelines are the records retention schedule associated with the system is
retention periods determined? Who DAA-GRS-2014-0002-0011.
establishes the retention guidelines?

12. What are the procedures for disposition of | \jonster Government Solutions is responsible for the disposition of the PII.
the Pll at the end of the retention period? Records in this system are retained for varying lengths of time, ranging from a
How long will any reports that contain PIl be |few months to 5 years, e.g. applicant records that are part of medical
maintained? How is the information determination case files or medical suitability appeal files are retained fro 3 years
disposed (e.g., shredding, degaussing, from completion of action on the case. Most records are retained for a period of
overwriting, etc.)? 1 to 2 years. Some records, such as individual applications, become part of the

person's permanent official records when hired, while some records (e.g.,

13. Is this system currently identified as a CPSC

system of records? If so, under which notice
does the system operate?

Yes this system is covered under OPM SORN OPM GOVT-5, Recruiting, Examining,
and Placement Records.

I. ACCESS TO DATA

14. Who will have access to the data in the Authorized HR staff and agency hiring officials are granted access to data in the
system? (e.g., contractors, managers, system in order to evaluate applications received for vacant positions and to
system administrators, developers, other). make hiring selections. Permissions are based on user roles with limited access.

15. What controls are in place to prevent

unauthorized access to the data?

The Monster application is protected by security protocols, which include
role-based access controls, user ID and passwords, and other security features.
Hiring managers can only see records of individuals who applied to a job posting
in the hiring managers organization and who are determined qualified and appear
on the certificate of eligibles issued to the hiring manager. HR staff have access to
all records.
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16. What controls are in place to prevent the HR Specialists limit access to data by putting authorized users into predefined
misuse (e.g., browsing) of Pll by those having | user roles with specific permissions for each role that dictate which functions and
access? data each user has on the system.

17. Is access to the Pl being monitored, tracked, Logs are generated to monitor access.
or recorded?

18. For CPSC support staff, how is access to the | cpsc support staff (i.e., IT, Helpdesk, Networking, etc.) does not have access to PII
Pll determined? Are criteria, procedures, stored within the Monster system.
controls, and responsibilities regarding
access documented? Does access to Pl
require manager approval?

19. What third-party organizations will have Each individual can access his/her data only. Hiring official can only see records of
access to the PII (if known)? Who individuals who applied to a job posting in their organization and who are
establishes the criteria for what Pll can be determined qualified and appear on the certificate of eligibles issued to them.
shared?

20. What CPSC personnel roles will have access |Users: Own Record
to Pl fields (e.g., users, managers, system Hiring official: individuals who applied to a job posting in their organization and
administrators, developers, contractors, who are determined qualified and appear on the certificate of eligibles.
other)? HR Specialist/HR Manager/HR Admin: All

Analytics: HR staff
Database Administrator: Select HR Staff
21. Will any of the personally identifiable

information be accessed remotely or
physically removed?

Pll may be accessed remotely over the agency's VPN or VDI networks. HR Staff
and hiring officials can print individual's documents from the system.
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