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Computer records are kept indefinitely. Paper records are destroyed 6 years and 3 months after final

payment.

System manager(s) and address:

Director, Division of Procurement Services, Consumer Product Safety Commission, 4330 East West
Highway, Bethesda, MD 20814.

Notification procedure:

Freedom of Information/Privacy Act Officer, Office of the Secretariat, Consumer Product Safety
Commission, 4330 East West Highway, Bethesda, MD 20814.

Record access procedures:

Same as notification.

Contesting record procedures:

Same as notification.

Record source categories:

Personal information in these records is normally obtained from the person to whom the records

pertain.

SYSTEM NAME
CPSC-11, Physical Security Records

System location:

Office of Facilities Services, Consumer Product Safety Commission, 4330 East West Highway,
Bethesda, MD 20814.

Categories of individuals covered by the system:

Employees, contractors, and others who have received uniquely coded tokens (key cards, key fobs,

etc.) to gain access to various parts of Commission facilities.
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Categories of records in the system:

Records which show the time a token has been used; the identity of the token and, therefore, of the
person to whom it is assigned; the location at which it has been used; and the access privileges of the

person to whom it is assigned.

Authority for maintenance of the system:

5 U.S.C. 301,
Purpose(s):

These records may be used to investigate breaches of security, theft, vandalism, other property losses,

criminal offenses, and employee misconduct.

Routine uses of records maintained in the system, including
categories of users and the purposes of such uses:

These records may be disclosed:

1. To a law enforcement agency when the Commission becomes aware of an indication of a violation

of civil or criminal law or regulation to which these records may be pertinent.

2. To the Department of Justice, a court or other tribunal (including an adjudicative or administrative
body), or other third-party before such tribunal when the Commission determines that the use of these
records by the entity is relevant and necessary to litigation involving the Commission or a

Commission employee or former employee.

3. To an employee, an employee's attorney or other representative designated by the employee, when
the Commission questions the employee's conduct based at least in part on information from this

system of records.

4. Disclosure may be made to appropriate agencies, entities, and persons when (1) CPSC suspects or
has confirmed that the security or confidentiality of information in the system of records has been
compromised; (2) CPSC has determined that as a result of the suspected or confirmed compromise
there is a risk of harm to the security or integrity of this system or other systems or programs
(whether maintained by CPSC or another agency or entity) that rely upon the compromised
information; and (3) the disclosure made to such agencies, entities, and persons is reasonably
necessary to assist in connection with the CPSC's efforts to respond to the suspected or confirmed

compromise and prevent, minimize, or remedy such harm.
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Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage:

These records are stored in a central computer managed by a security services contractor. Printouts

are stored in locked file cabinets.

Retrievability:

These records can be retrieved by time period, location(s), and the unique identifier of a person's

token, or a combination of these.

Safeguards:
These records are kept in a secure computer facility and can be retrieved only by the Commission's

Physical Security Manager or designee upon request of a senior Commission official or a law

enforcement officer. Printouts are stored in locked file cabinets.

Retention and disposal:

These records are kept one year from the date of creation.

System manager(s) and address:

Physical Security Manager, Office of Facilities Services, Consumer Product Safety Commission, 4330

East West Highway, Bethesda, MD 20814.

Notification procedure:

Freedom of Information/Privacy Act Officer, Office of the Secretariat, Consumer Product Safety
Commission, 4330 East West Highway, Bethesda, MD 20814.

Record access procedures:

Same as notification.

Contesting record procedures:

Same as notification.
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Record source categories:

These records are automatically generated when a token is passed through or across an electronic

reading device.

SYSTEM NAME
CPSC-12, Employee Outside Activity Notices

System location:

Office of the General Counsel, Consumer Product Safety Commission, 4330 East West Highway,
Bethesda, MD 20814.

Categories of individuals covered by the system:

Commission employees engaged in outside employment activities or outside activities such as

consulting, practicing law, or teaching.

Categories of records in the system:

This system of records contains information concerning the employee's position, nature of outside

activity, relation of official duties to activity, and method of compensation for outside activity.

Authority for maintenance of the system:

Executive Order 12674; 5 CER part 2635, subpart H; and 5 CFR part 8101.

Purpose(s):

Information in these records is used by the Ethics Counselor in making a determination as to whether

an employee's outside activity constitutes a real or apparent conflict of interest with the employee's

government duties and responsibilities.

Routine uses of records maintained in the system, including
categories of users and the purposes of such uses:

Disclosure may be made to a congressional office from the record of an individual in response to an

inquiry from the congressional office made at the request of that individual. Disclosure may be made

to appropriate agencies, entities, and persons when (1) CPSC suspects or has confirmed that the
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