United States

ConsuMER PropucT Sarety CoMMISSION
Washington, D.C. 20207

MEMORANDUM

DATE: |[JuL 99 2@t

TO : The Commission ff(’
. , fﬂﬂpiL =

Through: Todd Stevenscn, Acting Secretz
Thomas W. Murr, Acting Executive Directébdr

Richard W. Allen, Assistant General Counsel
Joseph F. Rosenthal, Artzorney 2

FROM : Michael S. Solender, General Counsel MJ) Z }%

SUBJECT: Federal Register Notice Amending Privacy Act
Syszem of Records

Ballot Vote due JUL 1T 200

The Privacy Act regulres agencies tc publisn in the Federal
Register nctices oI new or suos:antLally altered systems of
records, i.e., systems from whicnh perscral information,
coniidenrtial or not, is retrieved gy personal name or icdentifier.
The attached propcsed Federzl Register document will publish a
system of recocrds Zor the xey card system at CP3C.

Wherever headquarters gersonnei use a key card, or fop, to
access the elevatcrs cor open a gate or door, 2 record is created
on a contractor's computer. These records identify the time and
place of use, and the identity ¢f the user. The recoxds can be
retrieved and used Lo provide informati“n about the activities of
individuals, and coculd be the pasis of disciplinary or even
criminal actlons. It fcllows that these records ccnstitute a
system of records within the meaning cf the Privacy Act.

This package aiso includes "Narrative Statement” and

a arra
letters to OMB, :the House, zand the Senate, as required by CM=2
Circular A—l3ﬂ.

Please indicate your vote on the fcilowing options.

I. Approve the Federal Regis:ter rotice as drafted.
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IZ. Do not approve the Federal Register notice and letters.

(Signature) (Date)

III. OTHER (please specify).

{Signature) (Date}

Attacnments



[Billing Code 6355-G1]

ONSUMER PRCLCUCT SATETY COMMISSION
Privacy Act cf 1974; Anrouncement of System of Records
AGENCY: Consumer Product Safety Commissioﬁ.
ACTION: Notice of System of Records.
SUMMARY: The Consumer Pfroduct Safety Commission is
publishing notice of a system of records, CPSC-11, for the
records generated by our digital access securizy sys<tem.
BATES: Comments must be received on or before [inser:

date 60 days frcm date of publication ir the FEDERAL

ADDRESS=ZS: Commerts should be senrnt to the Secretary,
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Consumer Procuct Safezy Commission, Washingtern, D.C.

F0R FCRTHER INEFORMATICN CONTACT: Jcseph F. Rosenthzl,
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Cffice of the General Counsel, Consumer Product Safety
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Commission, Wasnincten, u©.C. 20207. Telephcne:
0580.

SUPPLEMENTARY INFORMATION: The Cormission uses centrally
managed electronlc lLocks and elevator controls o control
access tc various parts of its facilities at different times
of the day or different davs of the week. The locxs can pe

cpened, or elevator call buttons enabled, by passing an

appropriate card through a card reader, or by passing a so-

(&}

called " “fob'' past an adjacent reader. The cards and Zobs,
generxically referred to as tokens, have internal ccdes whichn
identify the person to whem they are issued. We issue a

token to each employee or ccntractor who reguires access to

areas controlled by the locks or elevatcr call
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When the card or fob is used, a central ccmputer grants or
denies access pased on the privileges associated with the
user. The ccmputer alsc keeps a record of the time and
location each time a card or Zob is used.

The system of records will become effective [insert
date 00 days from date of publication in the FEDERAL
REGISTER! unless ccrmments are received which justify a
concrary determination. The Congress and the Office of

Management and Budget have been notified of this system.

DATZD:

Todd A. Stevenson,
Acting Secretary
Consumer Product Safety
Commissicn
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CPSC-11
System name:
CPSC-11, Physical Security Records

System location:
Directorate for Administration
Consumer Product Safety Commission
4330 East West Highway
Bethesda, MD 20814

Categories of individuals covered by the system:

Employees, contractors, and others who have received uniquely coded tokens (key

cards, key fobs, etc.) to gain access to various parts of Commission facilities.
Categories of records in the system:

Records which show the time a token has been used; the identity of the token and,
therefore, of the person to whom it is assigned; the location at which it has been used; and
the access privileges of the person to whorm it is assigned.

Authority for maintenance of the system:

5U.8.C.301
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Purpose(s):

These records may be used to investigate breaches of security, theft, vandalism,

other property losses, cnminal offenses, and employee misconduct.

Routine uses of records maintained in the system, including categories of users and

the purposes of such uses:

These records may be disclosed:

1. To a law enforcement agency when the Commission becomes aware of an
indication of a violation of civil or criminal law or regulation to which these records may
be pertinent.

2. To the Department of Justice, a court or other tribunal (including an
adjudicative or administrative body), or other third-party before such tribunal when the
Commission determines that the use of these records by the entity is relevant and
necessary to litigation involving the Commission or a Commuission employee or former
employee.

3. To an employee, an employee’s attorney or other representative designated by
the employee, when the questions the employee’s conduct based at least in

part-on information from this system of records.

Policies and practices for storing, retrieving, accessing, retaining, and disposing of

records in the system:
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Storage:

These records are stored in a central computer managed by a security services

contractor. Prinfouts are stored in locked file cabinets.

Retrievability:

These records can be retrieved by time period, location(s), the unique identifier of

a person’s token, or a combination of these.
Safeguards:

These records are kept in a secure computer facility and can be retrieved only by
the Commission’s Physical Security Manager or designee upon request of a senior
Commission official or a law enforcement officer. Printouts are stored in locked file
cabinets.

Retention and disposal:

These records are kept one year from the date of creation.

System manager(s) and address:
Physical Security Manager

Directorate for Administration

Consumer Product Safety Commission

Washington, DC 20207



Notification procedure:

Freedom of Information/Privacy Act Officer
Office of the Secretary
Consumer Product Safety Commission
Washington, DC 20207
Record access procedures:
Same as notification.
Contesting record procedures:
Same as notification

Record source categories:

These records are automancally generated when a token is passed through or

across an electronic reading device.
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Narrative Statement
CPSC 1%, Physical Security Records

1. This system is established primarily to prctec:t the physical
security of Commission personnel and gproperty. It may also be
used to provide evidence relating to employee misconduct.

2. This system is established under the authority cf the
housekeeping statute, 5 U.5.C. 301, which allows an agency to
provide for the conduct of its employees and the preservaticn of
its property.

3. The system should nhave minimal effect ¢n the privacy of
individuals. RAll the information in tne system is generated by
deliberate action c¢f the individual to whom it pertains.

4. Receords are maintained ‘n a secure computer facility or, in
the case of printouts, in lccked file cabinets.

3. The first two propcsed rouZine uses “e*°1j a’locw the use of
records in law enforcement or litigaticn related to the purposes
Zor which the reccrds are created. The third propesed routine
use merely reaZZfirms the righ of an employee or his
representative to see records relating to the emplove
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U.S. CONSUMER PRODUCT SAFETY COMMISSION

WASHINGTON, D.C. 20207

o

Honorable Joseph Lieberman, Chalrman
Committee on Governmental AZZairs
340 Dirksen Senate Office 3uilding

Washingten, DC 20510-62Z20

Re: Privacy ActT System Report
Dear Mr. Chairman:

Enclosed piease find a rederal Register rotice
supporting narrative which describe a Privacy Act s
records, entitled "CPSC-11, Paysical Securiiy Reco
notice is being submitzed :o the Federal Register I
simultaneously with the malling of this letiter.

The system of records cces not duplicazte = y e
Consumer Product Safery Commissicn or "overud_nt wid
records. If furtner information 1is requ;red clease
Joseph F. Rosenthal at 301-384-C0580.

Sircerely,

Todd Stevenson

Privacy Act Ofiicer

Cffice cf the Secreta
Enclosures
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U.S. CONSUMER PRODUCT SAFETY COMMISSION
WASHINGTON, D.C. 20207

Honorable Mitchell E. Daniels, jr.
Administrator, OIRA
Cifice of Management and 3udget

Att: Docket Library
New EZxecutive Qffice 3uilding, Room 10012
Washington, DC 2058

Re: Privacy Act System Report
Dear Mr. Daniels:
Enclosed please Zind a Federal Register notice and a
upperting narrative which describe a Privacy Act system of
reco:as, entitled "CPSC 11, va51cal Security Records." The
notice is being submitted tc the Federal Register foxr publicaticn
simultaneously with the maliing of this letter.

The system of rec rds deces not cduplicate any axistilg

Corsumer Product Safety Commission or goverrment-wide system of
reccrds. If further information 1is requlred vleazse contact Mr.
Joseph ¥, Rosenthal at 201-504-0980.

[#5]

ncerely,

Todd Stevenscnh
Privacy Act Officer
Office of the Secretary
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U.S. CONSUMER PRODUCT SAFETY COMMISSION
WASHINGTON, D.C. 20207

Honorable Dan Burton, Chairman

Committee on Governmental Reform

2157 Rayburn House Office Office Building
Washington, DC 20515-6143

Re: Privacy Act System Repor:
Dear Mr. Chairman:

Enclosed please find a Federal Register notice and a
suppor,hng narrative which describe a new 2rivacy Act system of
cord ertitled "CPSC 11, Pﬁysical Security Records." The
notice is being suomitted tc the Federal Register for publication
simultaneously with the mailing of this letzter

Trhe system cf recorcds does not dupiicate any ﬂXlS:Lﬂu
Censumer 2roduct Safety Commission or government-wide svstem of
racords. If further irformezicn 1s reguired, pleazse <ontact Mr.
Joseph F. Rosenthal at 301-204-0980.

')(

N

]

ceraly,

Todd Stevenscn
Privacy Act Officer

fiice of the Secretary
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