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Consumer Product Safety Commission,
4330 East West Highway, Bethesda, MD
20814.

RECORD ACCESS PROCEDURES:
Same as notification.

CONTESTING RECORD PROCEDURES:
Same as notification.

RECORD SOURCE CATEGORIES:

Personal information in these records
is normally obtained from the person to
whom the records pertain.

SYSTEM NAME

CPSC—11, PHYSICAL SECURITY RECORDS

SYSTEM LOCATION:

Office of Facilities Services,
Consumer Product Safety Commission,
4330 East West Highway, Bethesda, MD
20814.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Employees, contractors, and others
who have received uniquely coded
tokens (key cards, key fobs, etc.) to gain
access to various parts of Commission
facilities.

CATEGORIES OF RECORDS IN THE SYSTEM:

Records which show the time a token
has been used; the identity of the token
and, therefore, of the person to whom it
is assigned; the location at which it has
been used; and the access privileges of
the person to whom it is assigned.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:
5 U.S.C. 301.

PURPOSE(S):

These records may be used to
investigate breaches of security, theft,
vandalism, other property losses,
criminal offenses, and employee
misconduct.

ROUTINE USES OF RECORDS MAINTAINED IN THE
SYSTEM, INCLUDING CATEGORIES OF USERS AND
THE PURPOSES OF SUCH USES:

These records may be disclosed:

1. To a law enforcement agency when
the Commission becomes aware of an
indication of a violation of civil or
criminal law or regulation to which
these records may be pertinent.

2. To the Department of Justice, a
court or other tribunal (including an
adjudicative or administrative body), or
other third-party before such tribunal
when the Commission determines that
the use of these records by the entity is
relevant and necessary to litigation
involving the Commission or a
Commission employee or former
employee.

3. To an employee, an employee’s
attorney or other representative

designated by the employee, when the
Commission questions the employee’s
conduct based at least in part on
information from this system of records.

4. Disclosure may be made to
appropriate agencies, entities, and
persons when (1) CPSC suspects or has
confirmed that the security or
confidentiality of information in the
system of records has been
compromised; (2) CPSC has determined
that as a result of the suspected or
confirmed compromise there is a risk of
harm to the security or integrity of this
system or other systems or programs
(whether maintained by CPSC or
another agency or entity) that rely upon
the compromised information; and (3)
the disclosure made to such agencies,
entities, and persons is reasonably
necessary to assist in connection with
the CPSC’s efforts to respond to the
suspected or confirmed compromise
and prevent, minimize, or remedy such
harm.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

These records are stored in a central
computer managed by a security
services contractor. Printouts are stored
in locked file cabinets.

RETRIEVABILITY:

These records can be retrieved by
time period, location(s), and the unique
identifier of a person’s token, or a
combination of these.

SAFEGUARDS:

These records are kept in a secure
computer facility and can be retrieved
only by the Commission’s Physical
Security Manager or designee upon
request of a senior Commission official
or a law enforcement officer. Printouts
are stored in locked file cabinets.

RETENTION AND DISPOSAL:

These records are kept one year from
the date of creation.

SYSTEM MANAGER(S) AND ADDRESS:
Physical Security Manager, Office of
Facilities Services, Consumer Product
Safety Commission, 4330 East West
Highway, Bethesda, MD 20814.

NOTIFICATION PROCEDURE:

Freedom of Information/Privacy Act
Officer, Office of the Secretariat,
Consumer Product Safety Commission,
4330 East West Highway, Bethesda, MD
20814.

RECORD ACCESS PROCEDURES:
Same as notification.

CONTESTING RECORD PROCEDURES:
Same as notification.

RECORD SOURCE CATEGORIES:

These records are automatically
generated when a token is passed
through or across an electronic reading
device.

SYSTEM NAME

CPSC—12, EMPLOYEE OUTSIDE ACTIVITY NOTICES

SYSTEM LOCATION:

Office of the General Counsel,
Consumer Product Safety Commission,
4330 East West Highway, Bethesda, MD
20814.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Commission employees engaged in
outside employment activities or
outside activities such as consulting,
practicing law, or teaching.

CATEGORIES OF RECORDS IN THE SYSTEM:

This system of records contains
information concerning the employee’s
position, nature of outside activity,
relation of official duties to activity, and
method of compensation for outside
activity.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

Executive Order 12674; 5 CFR part
2635, subpart H; and 5 CFR part 8101.

PURPOSE(S):

Information in these records is used
by the Ethics Counselor in making a
determination as to whether an
employee’s outside activity constitutes a
real or apparent conflict of interest with
the employee’s government duties and
responsibilities.

ROUTINE USES OF RECORDS MAINTAINED IN THE
SYSTEM, INCLUDING CATEGORIES OF USERS AND
THE PURPOSES OF SUCH USES:

Disclosure may be made to a
congressional office from the record of
an individual in response to an inquiry
from the congressional office made at
the request of that individual.
Disclosure may be made to appropriate
agencies, entities, and persons when (1)
CPSC suspects or has confirmed that the
security or confidentiality of
information in the system of records has
been compromised; (2) CPSC has
determined that as a result of the
suspected or confirmed compromise
there is a risk of harm to the security or
integrity of this system or other systems
or programs (whether maintained by
CPSC or another agency or entity) that
rely upon the compromised
information; and (3) the disclosure
made to such agencies, entities, and
persons is reasonably necessary to assist
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in connection with the CPSC’s efforts to
respond to the suspected or confirmed
compromise and prevent, minimize, or
remedy such harm.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:
Records are maintained on hard copy.

RETRIEVABILITY:
Records are filed by employee name.

SAFEGUARDS:

Records are maintained in locked file
cabinets.

RETENTION AND DISPOSAL:

Records such as determinations
regarding attendance at widely-attended
gatherings which appropriate agency
ethics officials determine are related to
the routine, non-precedential
application of settled legal standards to
common factual situations and are not
interpretations of the conflict of interest
statutes, 18 U.S.C. 202-209, and other
ethics statutes the violation of which
may result in criminal penalties or civil
fines are destroyed when 3 years old or
when superseded or obsolete,
whichever is later. All other records are
destroyed when 6 years old or when
superseded or obsolete, whichever is
later.

SYSTEM MANAGER(S) AND ADDRESS:
Designated Agency Ethics Official
(General Counsel), Consumer Product
Safety Commission, 4330 East West

Highway, Bethesda, MD 20814.

NOTIFICATION PROCEDURE:

Freedom of Information/Privacy Act
Officer, Office of the Secretariat,
Consumer Product Safety Commission,
4330 East West Highway, Bethesda, MD
20814.

RECORD ACCESS PROCEDURES:
Same as notification.

CONTESTING RECORD PROCEDURES:
Same as notification.

RECORD SOURCE CATEGORIES:

The information in these records is
furnished by the employees to whom it
pertains.

SYSTEM NAME

CPSC—13, PERSONNEL, PAYROLL, FINANCIAL
MANAGEMENT, RETIREMENT, ATTENDANCE AND
LEAVE RECORDS:

Note: The personnel system
complements OPM/GOV-1, the
Government wide system for general
personnel records maintained by the
Office of Personnel Management. This

notice incorporates by reference but
does not repeat all of the information
contained in OPM/GOVT-1.

SYSTEM LOCATION:

Consumer Product Safety Commission
(CPSC), Director, Office of Human
Resources Management, Director,
Division of Financial Services, and

The office to which the employee is
assigned, and all offices which prepare
and provide input documents and
information for data processing and
administrative actions. Automated
personnel records are also maintained
in the Federal Personnel Payroll System
(FPPS) managed by the National
Business Center in Denver, Colorado.

Automated financial management
data for the Commission’s financial
management system is maintained in
Delphi, an Oracle based financial
management system hosted and
supported by Enterprise Service Center,
ESC, a shared provider located in
Oklahoma City, Oklahoma.

4330 East West Highway, Bethesda,
MD 20814.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Current and former employees of
CPSC (employees), volunteers within
CPSC, and contractors performing for
CPSC.

CATEGORIES OF RECORDS IN THE SYSTEM:

Records consist of payroll, financial
records, retirement, attendance and
leave records, personnel security
records, safety records, contractor
payment records, and personnel records
including award information. In
addition, the system contains data
necessary to update the Central
Personnel Data File at the Office of
Personnel Management, to process
personnel actions, to perform detailed
accounting distributions, to
automatically provide for such tasks as
mailing checks and bonds, and to
prepare and mail tax returns and
reports. Records include, but are not
limited to the following categories of
records:

1. Employee identification and status
data such as name, social security
number, date of birth, sex, work
schedule, type of appointment,
education, veteran’s preference, military
service.

2. Relevant data such as service
computation date for leave, date
probationary period began, and date of
performance rating.

3. Position and pay data such as pay
plan, occupational series, grade, step,
salary, merit pay, organization location,
length of service.

4. Employment data such as position
description, special employment
program, and target occupational series
and grade.

5. Payroll data such as time;
attendance; leave; federal, state, and
local tax; allotments; savings bonds; and
other pay allowances and deductions.

6. Personnel security data such as
security clearance level and basis with
dates.

7. Financial data pertaining to travel,
financial obligation documents, support
documentation to payment schedules
and collection transactions.

8. Information on debts and debtors
owed to the government as a result of
overpayment, refund owed, or a debt
referred for collection to another agency.
This includes employees and former
employees who have a liability to the
Commission.

9. Information, including address and
social security number, on individual
vendors to the Commission. This
includes employees who receive
reimbursements for expenses incurred.
Supporting documentation on action
made to contractors are part of the
payment schedule maintained in hard
copy form and filed onsite at ESC for a
minimum of one year from the time the
action is taken. ESC provides full
accounting services for CPSC.

10. Emergency contact information
including name, address, phone
number.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

5 U.S.C. Part I1I, is the authority for
the overall system. Specific authority for
use of Social Security numbers is
contained in Executive Order 9397, 26
CFR 31.6011(b)(2), and 26 CFR 31.6109—
1. The authority for the personnel
security clearance and statistical records
is contained in Executive Order 19450,
April 27, 1953, as amended; Executive
Order 12065, June 28, 1978; 31 U.S.C.
686; and 40 U.S.C. 318(a) through (d).
The legal authority for the FPPS and
Quicktime applications is defined in the
Office of Management and Budget
Circular A-127.

PURPOSE(S):

The primary uses of the records are
for fiscal operations for payroll,
attendance, leave, insurance, tax,
retirement, business payments, budget,
and cost accounting programs, and to
prepare related reports to other federal
agencies including the Department of
the Treasury and the Office of Personnel
Management.

This system supports the day to day
operating requirements associated with
personnel and finance oriented program
areas from hiring employees and paying





